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CHAPTER ONE

1.1 A Brief History

The Gulf war

“The story starts with five hackers from the Netherlands who penetrate computer systems at 34 American military sites on the Internet, including sites that were directly supporting Operation Desert Storm/Shield. They obtained information about the exact locations of U.S. troops, types of weapons, capabilities of the Patriot missiles and the movement of American warships in the Golf region. The data had been offered to Saddam Hussein through an intermediary working on behalf of the hackers.

Further, United States and the Allies in response disabled Iraqi military computer systems with a computer virus, shipped to Iraq in printers. The virus was installed in a dot matrix printer that was assembled in France and shipped to Iraq via Amman, Jordan.” 1
Whether true or apocryphal, this story illustrates both the perception and the possibilities associated with the dangers of intelligent information processing equipment used ubiquitously in the highly networked global economy. The story describes also two types of information warfare, Viruses and Hackers. Both of them will be discussed and analyzed further in this document but first of all it is necessary to get familiar with some definitions and terms that will be used along this thesis.

1.2 Preliminaries

Information Warfare is defined as “ those actions intended to protect, exploit, corrupt, deny, or destroy information or information resources in order to achieve a significant advantage, objective or victory over an adversary”2. Information security, are the actions taken to prevent both the activities associated with information warfare and the activities associated with more common threats, such as disgruntled employees or teenage hackers. Information security concerns spans many threats and vulnerabilities, which include malicious software (such as viruses, trojan horses and worms) and unauthorized users of information assets (such as hackers, espionage agents, or embezzlers). These issues underline the research conducted for this study: understanding the scope of the problem is crucial, but difficult to measure empirically.

Two well known information security problems are Virus infections and Hacker infiltrations. Viruses are cyberplagues or software programs that mimic life forms. They reproduce (make copies of themselves) and move out. Like a plague, they are highly contagious and can produce considerable damage. These viruses are fragments of code which attach themselves to other computer instructions and whenever the user takes an 

action that causes the host to run (turning on a computer, starting an application, or opening an e-mail attachment), the virus runs as well3.

Hackers represent another type of information security threat. They are people who attempt to break into or otherwise exploit vulnerabilities in programs, systems, or networks, sometimes with malicious intent. These two types of information security problems are very well documented in popular media and in security procedural documents. There are many cases of each occurring each day keeping ahead of the protections put in place by the security community4. The problem at hand is that for all these very well known cases of security failures, there is no published data from which an analysis can be carried out by a researcher attempting to find a mathematical model that can explain timing and expected periodicity of attacks.

1.3 Problem Definition

Thousands of virus infections and hacking attacks are happening everyday but companies and governmental departments cannot publish any of this information and sometimes these issues have been denied in order to protect their stocks in the market and confidentiality vis a vis their costumers. As a simple example, let us consider the case of a bank. Banks and financial corporations around the world have the highest rates of attack because it is very tempting for hackers to make millions just by playing with the money of other people. These companies know that they are at high risk. Sometimes they even have data that support this, However, they can not let their customers and the world in general know really how many times are they being attacked or how many of these attacks are successful, because people will start feeling worried about their money and the customers may move to other companies that offer better protection for their investors.

This lack of data is the main problem when these kinds of studies are made [see 4]. Many things could be analyzed and explained from a mathematical model and from simulation of the behavior of viruses and hackers but without any information nothing can be done. It might appear that Software Reliability 5 methods could be applied to solve this problem. However, reliability is only a tangential issue here. A program could very reliably execute the same vulnerable commands over and over again -- judging it to be reliable does nothing the address the underlying insecurity. Another potential solution is using trusted systems -- systems that are engineered with security in mind and tested to assure that the engineered security indeed works correctly. This, however, is also tangential. The cost in both resources and time have conspired to keep trusted systems off the market or available only to those with very specific security concerns6.

The research group in Information Security at George Washington University has made a huge effort to collect the best experts in the field with the aim of overcoming the lack of data problem. People in the area of Washington D.C. (Air force officers, Military members, Authors of highly regarded books, consulting companies, etc.) have been interviewed in order to assess some unknown parameters of appropriate probability distributions that will be used to describe the behavior of attacks on computers or systems. The procedure to assess the parameters will be described in Chapter 2. After a model has been created, it will help us to answer the following interesting questions:

· How often a computer or a system is under attack? 
· How many of those intends of attack are successful?
· Is it worthwhile to make an investment of thousands of euros in an antivirus or any kind of protection software? or in other words, how often will a highly protected system get infected or successfully attacked?
· How probable is a successful attack given that the actualization of an antivirus or protection software is done often, regularly and almost never?
The questions above are just some of the issues that this study can deal with. If we have the data to find the probability distributions, we would also have enough information to simulate the behavior of these attacks. At this point it is important to clarify that the term attack is used for viruses and hackers. We consider these two warfare elements as the same in this analysis because hackers implement also malicious codes to penetrate into systems just like viruses, so we can consider them as one in this case7.

The mathematical approaches that are presented in this thesis are based in three basic hypothetical scenarios. Each scenario is determined by the level of security in a system given by (a) the protection software installed and (b) quality of management. These three scenarios are mentioned and described below:

1. All reasonable steps have been taken to protect information assets and systems from attacks – that is, the protection is comparable to the best available protection for systems and networks in use today, competently managed.

There are many different types of attacks that may jeopardize information assets.  There are attacks on the information itself, such as changing, stealing, or deleting the information.  There are also attacks on the systems that are used to collect, process, store, communicate, and view the information.  Attacks on the systems include such things as destroying equipment, modifying software, encrypting data, zapping electronic equipment with radio frequency (RF), or stealing hard drives.  These examples are obviously the short list of problems. 

Building upon 30 years of theoretical and practical research, there has evolved an understanding of how to ascertain the qualitative level of risk faced by an enterprise to such attacks has evolved.  Included in those analyses are:

1. how to identify and constrain vulnerabilities, 

2. how to identify and constrain threats, 

3. how to identify appropriate counter measures and how best to install them, and

4. how to quantify the exposure factor related to any particular information asset or system (in other words, how much is it really going to hurt if something goes wrong with it). 

Based on that, there is a practical level of protection that a competent security manager can bring to bear in an enterprise to manage the potential problem space of the enterprise.  This is the point of this scenario: given that someone knows what they are doing and has been appropriately educated, reasonable steps have been taken to protect information assets and systems.  Furthermore, the security manager doesn't just do this once but manages it in terms of emerging or new threats, and changes in the operational environment. 

This, by the way, is a fairly expensive proposition.  It means that there are competent people doing nothing but paying attention to the security needs of the enterprise and implementing fixes or countermeasures to control the potential problem space. This may include special facilities, equipment, trained people on call 24 hours per day every day of the week (nothing ever happens at 2 pm on a normal day -- it's always at 2 am), and comprehensive planning. 

2. Average or usual care has been taken to protect information assets and systems from attack – that is, the protection you would expect to find in most systems and networks in use today.

The above scenario refers to most enterprises that are constrained by limited budgets and/or appreciation for the potential harm that can result from security failures.  Hence, this scenario considers the case where "average care" is taken, in terms of expectations of what is on most systems and networks. Typically this would be some anti-virus software, a firewall, maybe some back-up capabilities, and some policies, but little else, depending on the size of the enterprise 8 . 

3. The information assets and systems are competently managed, but do not employ any protection systems.

There is a theory in the security community that competent management of systems and networks can obviate the need for protection systems.  This theory holds that if someone really understands how to configure and manage systems, there is no need for anti-virus software or firewalls.  So this section asks respondents to consider that scenario.

Realistically speaking, this is a loser scenario, particularly as the ongoing maintenance of appropriate configurations is brutally difficult and requires obsessive-compulsive behavior.  Furthermore, every patch downloaded jeopardizes the configurations and potentially sabotages the security profile. (Patches, ad-ware, deleting cookies, etc).

1.4 Chapters Description

The problem now is how to obtain the parameters for our distributions. As we said before, for this specific area, data are not available, but people with years of experience in these fields can offer valuable information. This information will be analyzed via Expert Judgment analysis, which will help us to estimate the parameters that we are looking for. The whole procedure of this analysis will be described in Chapter 2. 

Chapter 3 presents one way to estimate the unknown parameters applying Reliability Theory methods. After the parameters have been computed, the simulation of the behavior of the attacks is presented and commented. The simulations are performed in Visual basic (EXCEL). Attacks with constant rate will be simulated as a Homogenous Poisson Process (HPP) and attacks with different rates of attack will be simulated as Non Homogenous Poisson Process. From these simulations we can estimate the expect time of the first attack, the first successful attack and the average number of successful attacks per day, weeks or months, etc. The final section of Chapter 3, presents a method to estimate the parameters’ distributions making use of the experts’ distributions(after combination), in a process called “ Probabilistic Inversion”.

Chapter 4 includes the implementation of mathematical models that are usually used in Survival Analysis. In that Chapter the exponential distribution will be used to model constant rate of attack and the Weibull distribution for a variable rate of attack. Finally the probability of being successfully attacked given that someone has made an investment in an antivirus or protection software will be computed against the probability of being successfully attacked given that no investment has been done for both cases (exponential and Weibull). The final section of Chapter 4 presents an economical approach to solve the “Expected net benefit” of an investment in protection software. In this section further research is also suggested in order to use successfully the formula proposed.

In Chapter 5 Expert Judgment is performed again but this time the experts with years in the field of information security are compared with respect to the “new” experts, MSc. students of information security who get to assess the same questions that were asked to the real experts. With the help of the software Excalibur we can observe the performance of the real experts of information security compared with the performance of MSc. students who are just starting to become familiar in this field.   

Chapter 6 gives general comments, conclusions and further research based on the results obtained during this research.

CHAPTER 2

2.1 Expert Judgment Analysis Definition

As described in Chapter 1, all research in the area of Information Security always has to deal with the problem of lack of data and poor information .One way to find data when there is not other way to get information is Expert Judgment Analysis. Generally speaking, Expert Judgment is recognized as another type of scientific data, and methods are developed for treating it as such. It is widely used in risk analysis and research when there is a lack of data for the parameters or quantities of interest.

There many styles of doing Expert Judgment9 (Granger Morgan and Henrion, 1990). We adopt for this project the following approach10 (Cooke, 1991) for many reason. To mention some of them: (i) the scores of the experts can be easily combined since they do not need invariance properties in the scales of the assessments, (ii) it does not treat expert assessments as physical measurements, (iii) provide basis for achieving rational consensus applying the theory of rational decision making.

The goals of applying structured expert judgment are: (i) to enhance rational consensus, (ii) the views of each expert are combined via weighted averaging, (iii) the weights are based on performance measures and (iv) the weights are a proper scoring rule[see 10]. The combining experts’ opinions and estimates are made in such a way that the combined expert (or decision maker) will appropriately form his distribution for the items or events under study. This model for combining expert judgment bears the name “classical model” because of a strong analogy with classical hypothesis testing. In the classical model the experts are asked to quantify their uncertainty by giving quantiles of their subjective distributions for the variables of interest. Before discussing the classical method and show the results, some background on expert judgment is given.

2.2 Basic Concepts

In order to measure the performance of experts, it is required that experts assess variables whose values become known to the experts after the elicitation. These variables are named “calibration variables” or “seed variables”. The number of seed variables for assessments of unknown quantities as in this case, is typically between 10 and 30. In this study 10 seed variables were used11.

The purpose of measuring performance is first, verifying good performance of the experts and of the combination of experts’ judgments enhances the credibility of the study and helps build rational consensus. Second, performance measures can be used to construct performance based combinations of expert judgments. Performance is measure by two variables; those are calibration and informativeness [see 11].

Scoring 

  Scoring refers to the process of assigning a numerical value to a subjective probability. Each expert is asked for his subjective probability for an uncertain quantity and is scored on the basis of his assessment and the observed value of the quantity. In other words, according to his/her answers on the items of interest and their realizations every expert receives a weight and these weights are used to determine the decision maker’s distribution as a normalized weighted linear combination of the expert’s distribution. 

Calibration

Calibration measures statistical likelihood, very loosely characterized as “correspondence with reality”. In scoring calibration, each expert is regarded as a statistical hypothesis namely:

The realizations of the seed variables may be regarded as independent samples from a distribution corresponding to the expert’s quantile assessments.

The “distribution to the expert’s quantile assessments” is the distribution which says, in effect, that the probability of a realization falling in an inter-quantile range is just the difference of the corresponding quantiles. Thus, the probability of a realization falls between the 50% quantile and the 5% quantile is 45%. The decision maker wants experts for whom the corresponding statistical hypothesis is well supported by the data gleaned from the seed variables.  

Informativeness

To measure informativeness, a background measure is assigned to each query variable. Probability densities are associated with the assessments of each expert for each query variable in such a way that (i) the densities agree with the expert’s quantile assessments, and (ii) the densities are minimally informative with respect to the background measure, given the quantile constrains. The background measures are typically uniform or loguniform. In this case the background measure was chosen as uniform. For these background measures, it is necessary to choose an “intrinsic range”, i.e. to truncate the range of possible values. The resulting information scores can be shown to be very robust against the choice of the intrinsic range.

Informativeness is score per variable per expert   by computing the relative information of the expert’s density for that variable with respect to the background measure. Overall informativeness per expert is the average of the information scores over all variables. This average is proportional to the relative information in the expert’s joint distribution over all variables under the assumption that the variables are independent. Information scores are always positive and experts with high information scores are preferred. The information score is a positive number with increasing values indicating grater information relative to the background measure(uniform in this case) [see 10 and 11].

Weights 

Experts give their uncertainty assessments on query variables in the form of, say, 5%, 50% and 95% quantiles. An important step is the combination of all experts’ assessments into one combined uncertainty assessment on each query variable. All combination schemes considered here are examples of “linear pooling”; that is the combined distributions are weighted sums of the individual experts’ distributions, with non-negative weights adding to one. Weights should reward high information and good calibration. The different schemes according to which weights are assigned to densities are described in the next section and applied to the case.

Optimisation

If the calibration score of an expert falls below a certain minimum, ( > 0, the proper scoring rule constrain entails that the expert should be unweighted.  Hence, for each possible value of “(” a certain number of experts will be unweighted, and the weights of the remaining experts will be normalized to sum to unity. For each value of “(” a decision maker is computed (DM(). DM( is scored with respect to calibration and information, and the “virtual weight” of DM( is computed like if he were added as a “virtual expert”. The value of “(” for which the virtual weight of DM( is maximum is chosen as the cut-off value for determining the unweighted expert.
For more details about these definitions see the references. The next section also describes the process followed to perform the study among experts and the procedures taken to develop questions that will give the answers about the parameters we are trying to estimate.

2.3. Experts description and Elicitation

In order to analyze the behavior of hackers and viruses it is necessary to develop some probability models and simulations that will provide us with an idea of when and how often an attack could be expected. These probability models have some parameters which will help us to determine the nature of the attacks. When data is available the parameters of the distributions can be computed directly but in our case this is not a possibility. 

With the help of the research group in Information Security at George Washington University, particularly Julie Ryan and Dan Ryan12, a study with 13 experts was carried out in the area of Washington D.C.   The experts were selected given their capacities and years of experience in the field. People with different professions but working all at the same area made part of this research. In Table 2.1 some information about 4 experts is shown. The complete data of all experts cannot be published since the study demands confidentiality with respect some of their identities. Identities of non military experts are given in table 2.2. We refer to the experts in the result tables as e1…e13 [see 11]. Generally speaking, the experts belong to the following departments: Army and air force officers, military professors, consulting companies in this field, authors of annual reports and books. Each of the experts was interviewed alone without awareness of the other people involved. The questionnaire was carefully designed to provide fair calibration to the experts, allowing the computation of the unknown parameters. A copy of the questionnaire that was given to the experts can be found in the appendix A. 

The questions that the experts answered were basically aimed to assess the following: 

1. How often an attack occurs, 

2. How often an intension of attack is successful given a constant rate of attack and different rates of attacks. 

The questions in the questionnaire were formulated to provide the parameters required for the model. The problem is to find the appropriate value for these parameters, given that we are managing two different cases: constant rate of attack and any other rate of attack.  

	Experts considered in the study

	Dan Ryan (in brief) public services experience

	Mr. Ryan served as Executive Assistant to the Director of Central Intelligence with primary responsibility as Executive Secretary and Staff Director for the Joint DoD-DCI Security Commission. Earlier, he was Director of Information Systems Security for the Office of the Secretary of Defense serving as the principal technical advisor to the Secretary of Defense, the ASD (C3I) and the DASD (CI & SCM) for all aspects of information security. He developed information security policy for the Department of Defense and managed the allocation of over US$1.8 billion to create, operate and maintain secure computers, systems and networks. His specific areas of responsibility spanned information systems security (INFOSEC), including classification management, communications security (COMSEC) and cryptology, computer security (COMPUSEC) and transmission security (TRANSEC), as well as TEMPEST, technical security countermeasures (TSCM), operational security (OPSEC), port security, over flight security and counter imagery. He began his career at the National Security Agency

	

	About Expert Epstein
Web Methods, Inc.(Navy publication)

	

	Jeremy Epstein has been a leader in the design and implementation of secure systems for over a decade. He was a principle developer of a secure x-windows system. He played a major role in the development of a workstation add-on board for a commercial Class C2 system. He was the lead in the development and demonstration of the application of wrappers to increase firewall resiliency. His most recent work has focused on security architectures to enable business and commerce

	

	Julie Ryan (in brief) public services experience

	U.S. Air Force Signals Intelligence Officer, 
Served as all-source intelligence analyst at the Defense Intelligence Agency and as flight commander at the 6912th Electronic Security Group in Berlin, Germany. Developed and taught course in relational database structure and use while at the Defense Intelligence Agency.

Sterling Federal Systems (Vienna, Virginia) Systems Engineer, 
Provided systems engineering support services to government clients. Performed analysis of future communications impact on global Air Force intelligence data handling systems. 
Defense Intelligence Agency (Washington, DC) Intelligence Officer, 
Participated on systems development team for specialized computer support systems for the intelligence community.  

	About expert van Wyk

	Mr. Van Wyk is a career security technologist as well as a CERT® Certified Computer Security Incident Handler, specializing in Incident Response, Network Security, and Secure Coding Practices in production business environments including those of some of the largest companies in the world. He is a published author of two O'Reilly and Associates books, one of the founders of the Carnegie Mellon CERT/CC, and a frequently invited lecturer on a wide range of security technology topics.


Table 2.1. Brief information about non military experts involved in the case of study

The elicitation followed the three steps explained in Cooke and Goossens(2000). In the preparation of the elicitation, the identification and selection of experts was done by the group of information security. The elicitation format document contained the questions to assess the target variables and the questions to evaluate performance (appendix A). In the elicitation, each expert was interviewed alone. Instructions of how the questionnaire must be filled in were described and an example was presented in order to clarify the use of quantiles. All the experts in this step were receptive to the explanations and gently cooperated. Some of them showed insecurity with respect to the method employed to answer the questions (use of quantiles) but after the mathematical purpose was explained they performed a good job.

The results of the post-elicitation step are shown in the section, where analysis on the performance of experts is done. The next section also describes the procedure in the analysis of the experts and presents the distributions found for each of the questions that were assessed.

2.4 Expert Judgment Analysis

The Expert Judgment Analysis as was described in the previous sections will be performed with the help of the software “Excalibur”. Excalibur (acronym for EXpert CALIBRation) is a Windows program that allows parametric and quantile input from experts for continuous uncertain quantities and combines these according to the methods described in R. M. Cooke “Experts in Uncertainty”[see 10]. The software was developed at the department of mathematics of Delft University of Technology.  

The first step in this process is to score the experts and, given their weights, to determine the decision maker’s distribution. Different combination schemes are distinguished according to how weights are assigned to densities. These schemes are designated “decision makers”. Three decision makers are described briefly below, and the table obtained in Excalibur applying these weights is also shown.

Equal weight decision maker: This decision maker results by assigning equal weight to each density, so the weights are equal for each expert. If N experts have assessed a given set of variables, the weights for each density are 1/N; hence for variable i in this set the decision maker’s density is given by:
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where fj.i is the density associated with expert j’s assessment for variable i. In table 2.2, the results for this decision maker are in number 15, DME.

Global weight decision maker: This decision maker uses performance based in weights that are defined, per expert, by the normalized product of expert’s calibration score and his (her) overall information score on seed variables (calibration questions)[see 10]. These weights satisfy a “proper scoring rule” constraint. That is, an expert achieves his (her) maximal expected weight by only by stating quantiles, which correspond to his (her) true beliefs. For expert j, the same weight is used for all variables assessed. Hence, for variable i the global weight decision maker’s density is:
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where wj is the weight of each expert. In the table 2.2, the results for this decision maker are shown in the horizontal line at number 16, DMG.

Item weight decision maker: As with global weights, item weights are performance based in weights, which satisfy a proper scoring rule constraint. These are determined per expert and per variable in a way, which is sensitive to the expert’s informativeness for each variable. Roughly speaking, more informative distributions are gotten by choosing quantiles which are closer together whereas less informative distributions result when the quantiles are farther apart. For Item weight decision maker, the weights depend on the expert and on the item. Hence, the item weight decision maker’s density for variable i is:
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 In the table 2.2, the results for this decision maker are shown in the horizontal line at number 14, DMI.

The weights for each expert are calculated as a product of calibration score and mean relative information. This will give us the unnormalized weights. The following formula is used to calculate them: 
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where α denotes the significance level, M is the number of seed variables, I(f(i,j)|g(i)) is the relative information of f(i,j), the minimal information density function fitted to the expert j's quantiles for item i, with respect to g(i) which is the uniform or log uniform density function. In our case all items have uniform density function [see 10].

The first two columns in table 2.2, contain the numbers and the names of experts and decision makers. The next column “calibration” contains the calibration scores for each expert and decision makers (virtual experts). The columns “mean relat total” and “mean relat realization” show the informativeness of the experts. This means that we can examine how concentrated are the distributions provided by the experts with respect to the background measure (uniform). The column “numb real” shows the number of quantities assessed by the expert. The “unnormalized weight” column presents the global weight for each expert. The column “normalized weight without DM”, are the weights used in determining the DM. If item weight DM is used as in the table 2.2, this column is blank since the weights used for the DM vary from item to item. The last column “Normalized weights with DM” is obtained from normalizing experts and Decision maker’s unnormalized weights.

Case name : INFOSEC                 20-07-2004              CLASS version W4.0

________________________________________________________________________________

Results of scoring experts

 Bayesian Updates: no      Weights:  item       DM Optimisation:  yes 

 Significance Level:    0,04706    Calibration Power:          1

______________________________________________________________________________________

   Nr.| Id     |Calibr.   |Mean relat|Mean relat|Numb|UnNormaliz|Normaliz.w|Normaliz.w

      |        |          | total    |realizatii|real|weight    |without DM|with DM

______|________|__________|__________|__________|____|__________|__________|__________

     1|e1      |  0,000456|     5,542|     3,195|  10|         0|          |         0

     2|e2      |1,361E-006|     6,317|      3,95|  10|         0|          |         0

     3|e3      |   0,01397|      4,85|     2,638|  10|         0|          |         0

     4|e4      |  0,000456|     5,201|     1,922|  10|         0|          |         0

     5|e5      |2,083E-005|     8,233|     6,935|  10|         0|          |         0

     6|e6      |1,067E-006|     3,086|     2,974|  10|         0|          |         0

     7|e7      |  0,001102|     6,868|     2,604|  10|         0|          |         0

     8|e8      |5,446E-008|     3,922|      2,03|  10|         0|          |         0

     9|e9      |   0,04706|     5,424|     2,419|  10|    0,1138|          |   0,04411

    10|e10     |4,079E-006|     6,212|     3,467|  10|         0|          |         0

    11|e11     |    0,3136|     4,905|     2,232|  10|       0,7|          |    0,2712

    12|e12     |    0,3136|     4,357|     1,755|  10|    0,5504|          |    0,2133

    13|e13     |1,579E-005|      4,63|     2,516|  10|         0|          |         0

    14|DMI     |    0,7069|     4,112|     1,721|  10|     1,217|          |    0,4714

    15|DME     |    0,7069|     2,472|     1,012|  10|    0,7157|          |    0,3373

    16|DMG     |    0,7069|      3,82|     1,656|  10|     1,171|          |    0,4618

______________________________________________________________________________________

________________________________________________________________________________

                                                              (c) 1999 TU Delft

Table 2.2. Results of scoring Experts

If we analyze the results obtained in table 2.2, we observe that the best-calibrated experts are experts 11 and 12(e11 and e12), with calibration score equal to 0.3136 both of them and informativeness equal to 4.905 and 4.357 respectively. The highest relative information is for expert number 5(e5) and the lower is for expert 6(e6). It means that for expert 5, the distributions are concentrated on a narrow interval while for expert 6 the intrinsic ranges are bigger. 

We notice that the calibration score for expert 5(e5) is much smaller compared to the experts 11 and 12(e11 and e12). Although the same experts e11 and e12 are less informative than expert 5, their weights are much higher. This fact, as we have noticed previously, reveals that calibration score is more significant than the information score as it is shown in table 2.2.

Analyzing the three decision makers obtained we observe that the DMI (Item weight), DME (equal weight) and DMG (Global weight) have the same calibration scores but different relative information and unnormalized weight. In order to choose the best decision maker given that the three of them have the same calibration scores we have to look for the decision maker with better performance in the mean relative information score, in other words, we have to look for most informative expert. From Table 2.2, we can observe that DMI is the best virtual Expert. 

In the figure 2.1 we can appreciate the difference between two of the decision makers. The cumulative distributions of DMI and DME are plotted together for one of questions. We can observe from the graph that the blue distribution (DMI) grows faster than the pink distribution (DME). This issue is due to the smaller ranges of the DMI distribution, which means that DMI for this question is more informative than DME.

Regarding the results found analyzing the information of the experts, it seems that the distribution for the decision maker computed with item weight will provide the best estimations at the moment of performing the analysis to find out the unknown parameters.

In appendix A the table with the distribution for the decision maker with item weight (DMI) is shown. Also the graphs illustrating the performance of the experts are shown and explained in appendix A.
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Figure 2.1. Cumulative distributions for DMI and DME for a selected question

In the next section Robustness Analysis is performed in order to determine the importance of each expert in the analysis and their influence the results.  
2.5 Robustness Analysis

Robustness analysis is of interest in this case, since according to the past performance of the experts we can rank them and see which experts are necessary in the analysis. The process is as follows: At first one of the experts is excluded from the analysis and then the relative information and calibration scores of the new decision maker are computed with respect to the background (uniform) measure. If the new decision maker resembles the original decision maker more than the experts agree with each other, then we conclude that the results are robust against choice of experts. 

The column `Rel. info/b' in table 2.3 contains the results of the analysis. The last column of the table 2.3 shows the relative information, but this time with respect to the original decision maker (the analysis is carried out under global weights). 

From the column “Calibr ” in table 2.3, we can see that if we remove the experts one to ten, and also expert thirteen, the calibration of the decision maker will not change at all.

Case name : INFOSEC                 20-07-2004              CLASS version W4.0

________________________________________________________________________________

Robustness analysis on Experts

Bayesian Updates: no      Weights:  item       DM Optimisation:  yes

Significance Level:    0,04706    Calibration Power:          1

______________________________________________________________________

Nr.| Id     |Rel.info/b|Rel.info/b|Calibr.   |Rel.info/o|Rel.info/o

   |excl.exp| total    |realizatii|          | total    |realizatii

___|________|__________|__________|__________|__________|__________

 1|e1      |     4,008|     1,719|    0,7069|  0,001901|5,777E-005

 2|e2      |     3,804|     1,587|    0,7069|   0,01383|  0,007152

 3|e3      |     4,112|     1,721|    0,7069|5,418E-009|3,249E-009

 4|e4      |     4,112|     1,721|    0,7069|1,659E-007|         0

 5|e5      |     4,112|     1,719|    0,7069| 0,0003224|  0,001031

 6|e6      |     3,143|     1,708|    0,7069|    0,1344| 0,0006669

 7|e7      |     4,112|     1,721|    0,7069|3,467E-007|2,015E-008

 8|e8      |     4,034|      1,47|    0,7069|  0,001066|  0,003412

 9|e9      |     3,991|     1,652|    0,7069|    0,4998|    0,1651

            10|e10     |     4,044|     1,503|    0,7069| 0,0004332|  0,001386

11|e11     |      3,93|     1,696|    0,3136|    0,5245|    0,2316

12|e12     |     3,926|      1,78|    0,8283|     1,431|    0,9332

13|e13     |     3,973|     1,721|    0,7069|   0,01642|         0

14|None    |     4,112|     1,721|    0,7069|         0|         0

______________________________________________________________________

________________________________________________________________________________

(c) 1999 TU Delft

Table 2.3. Robustness analysis on experts

This result is a consequence of the weight that was given to these experts, since may be it was to low or cero. From the same column in table 2.3, we also observe that if we remove from the analysis expert 11, the decision maker calibration will drop to 0.3136. This means that this expert is contributing significantly to the results. An interesting result is the one found for expert 12. The analysis shows that it will be an increase in the performance of the decision maker if we exclude this expert from the analysis. This is a strange result, since this was one of the best calibrated experts as it was shown in Table 2.2. We can explain this result by examining the range graphs of the experts [see appendix A].  Figure 2.2 illustrates the range graphs for the experts’ assessments for three selected questions.

Figure 2.2 can be interpreted as follows: For each expert and decision maker, the upper and lower quantile are given as “[---]”, the median is given by  “ * ” and the realization of the question is given by “#”. Observing the range graphs for the selected questions in figure 2.2 we can get an idea of why the calibration of the decision maker increases after expert 12 is removed. 

Item no.:   2 Item name: QI2 Scale: uni

Experts

  1        [-----------------------------*-----------------------------]       

  2    [---*--------------]                                                    

  3                                      [------------------*----------]       

  4                   [------------------*------------------]                  

  5 |                                                                          

  6                                      [-----------------------------*---]   

  7                                             [--------------*--------------]

  8    [---*----------]                                                        

  9               [------------------*--------------]                          

 10                   [------------------*-----------------------------]       

 11               [----------------------*---------------------]               

 12    [-------------------------*-------------------------------------]       

 13                                      [------------------*-----------------]

DMI        [===========================*===========================]           

Real::::::::::::::::::::::::::::::::::::::::::::::::#::::::::::::::::::::::::::

                                                   0,65

    1E-005                                                                   1

Item no.:   4 Item name: QI4 Scale: uni

Experts

  1 [---*---]                                                                  

  2                                  [-------*--------------------]            

  3 [---*-----------]                                                          

  4         [-------*------------------------]                                 

  5 |                                                                          

  6                                      [----------------------------*-------]

  7                 [----------------*---------------]                         

  8                 [----------------*-------]                                 

  9                         [----------------*----------------]                

 10                                          [--*]                             

 11 [-------*---------------]                                                  

 12                     [------------*--------------------]                    

 13     [-------*-------]                                                      

DMI [====================*===============================]                     

Real#::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

     0,01

    1E-005                                                                 0,9

Item no.:   9 Item name: QI9 Scale: uni

Experts

  1 *--]                                                                       

  2 |                                                                          

  3 [--*-----]                                                                 

  4 *------------------------------------]                                     

  5 |                                                                          

  6  [----------------*----------------]                                       

  7                   [-------*--]                                             

  8    [---*---]                                                               

  9    [---*---]                                                               

 10 |                                                                          

 11                   [------------------*------------------------------------]

 12 [------------------------------------*------------------------------------]

 13  [-*--------------]                                                        

DMI    [=======*===========================================================]   

Real::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::#

                                                                             2

    1E-005                                                                   2

Figure 2.2. Range graphs of experts for three selected questions

From the results obtained in Table 2.2 we observe that the weights of experts 11 and 12 are the most significant for the analysis, which implies that the combined distribution of the decision maker it is formed, in a large percentage, from the distributions of these two experts.  Watching the assessments of experts 11 and 12 in figure 2.2, we can notice that expert 12 has a tendency to give more wide ranges than expert 11 and his distributions have an inclination to be pull to one side[see appendix A], making the interval between the upper and lower quantiles of the decision maker distribution  wider.  

As it was described previously in this section, the idea of developing a robustness analysis is to improve the performance of the decision maker (informativeness and calibration) eliminating those experts who do not contribute to the analysis.  Taking this fact into account, eliminating expert 12 would be the next step. As an exception for this case, we will move to the evidence obtained performing robustness analysis and we will leave expert 12 in the analysis. This decision comes from the following reasoning: The idea of the expert judgment analysis is to bring together the knowledge of people who given their experience in some field, are capable to help us to assess missing information or unknown parameters. If we exclude one of the best experts in the study the new information that the analysis will provide will not be as precise as if we have combined the best experts. For this motive expert 12 will stay in the analysis. Since the perturbed decision maker computed excluding one expert at a time resemble the original decision maker in table 2.2, we can conclude that the results are robust.

The distributions obtained for the Decision Maker with Item weights will be the ones that we will use further in this project [see appendix A]. The next chapter explains clearly how the information obtained performing expert judgment analysis is use to compute the unknown parameters and how this parameters are use to simulated the behavior of attacks. 

CHAPTER 3

After the expert judgment analysis is performed and the percentiles for the questions are obtained, the parameters of the probability distribution functions can be computed applying methods used in Reliability Theory. In the next section some basic concepts of reliability theory will be explained in order to help us understand the procedure taken to compute the unknown parameters. 

Further in this chapter, the procedure applied to perform the Monte Carlo simulation given the estimated parameters will be explained, and results obtained will be shown and analyzed.

3.1 Basic Concepts of Reliability Theory

Stochastic Processes

Stochastic processes are used to model random events occurring through time. A random variable of special interest is N(t), the number of attacks (or successful attacks) in the time interval (0,t]. The process {N(t), t ( 0} is called a stochastic process or counting process. A precise definition of a counting process is given below13. 

Definition 3.1.   A stochastic process {N(t), t ( 0} it is said to be a counting process if N(t) satisfies:

1. N(t)  ( 0

2. N(t) is integer valued

3. If s < t, then N(s) ≤ N(t)

4. For s < t, [N(s) – N(t)] represents the number of failures that have occurred in the interval (s,t]

Homogeneous Poisson Process

The Homogeneous Poisson Process is a common type of counting process. In the homogeneous Poisson process (HPP), all the interarrival times are independent and exponentially distributed with the same parameter (attack rate) (. The HPP may be defined in the following way [see 13]:

Definition 3.2.  The counting process {N(t), t ( 0} is said to be a homogeneous Poisson process, HPP, having rate (, for (> 0, if

1. N(0) = 0

2. The process has independent increments.

3. The number of events in any interval of length t is Poisson distributed with mean (t. That is, for all s,t>0, 
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Note that it follows from property 3 of the above definition that a HPP has stationary increments and also that E(N(t)) = (t, which explains why ( is called the rate of the process.

The rate of occurrence of failures
 (ROCOF) of the HPP is constant and independent of time,

w(t) =   (                                       for all t ( 0                                                           (3.2)

Nonhomogeneous Poisson Process

The nonhomogeneous Poisson Process is another type of counting process. It is also a generalization of the HPP because it allows the rate (intensity) of the process to be a function of time [see 13].

Definition 7.3.    A counting process {N(t), t ( 0} is a nonstationary (or non homogeneous) Poisson process (NHPP) with intensity function w(t) for t ( 0, if

1. N(0) = 0

2. {N(t), t ( 0} has independent increments

3. P( N(t + ∆t) – N(t) ( 2)  =  o(∆t)  that is, the system will not experience more than one failure at the same time

4. P( N(t + ∆t) – N(t) ( 1)  =  w(t) ∆t + o(∆t)

5. For all s, t >0,
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The basic characteristic of the NHPP is the ROCOF function or intensity function w(t).  The cumulative intensity of the process is

                                            
[image: image8.wmf]ò

=

t

du

u

w

t

W

0

)

(

)

(

                                                              (3.4)

It is important to note that the NHPP model does not required stationary increments. This means that attacks may be more likely to occur at certain times than others, and hence the interarrival times are generally neither independent nor identically distributed.

The concepts explained above will be used to explain how the parameters of the distributions functions are obtained and how simulations are performed in the following sections.

3.2 Estimation of the parameters 

The reliability models of HPP and NHPP were chosen for their special characteristic in describing processes of attacks. Attacks with a constant rate can be simulated as a Homogenous Poisson Process (HPP) and attacks with different rates of attack can be simulated as a Non Homogenous Poisson Process. 

Specific questions were asked to the experts in order to compute these parameters for the three proposed scenarios. In the case of a constant rate of attack the questions asked were the following for the three scenarios [see appendix A]:

· How many attempts of attacks can someone expect in one month?

· How many successful attacks can someone expect in one month?

From the results obtained in Chapter 2 [appendix A], we can compute our parameters for a constant rate of attack. Taking the 95% quantiles of the distributions that were found for the 2 questions above, we obtain the rate of attempts of attacks, (attempt = (a, and the rates of successful attacks, (successful = (s , for the three scenarios. From these two rates of attacks we can compute the probability of a successful attack per scenario as it is shown in the tables below.

When we use for our analysis the 95% quantile, we are working with a pessimistic scenario; in other words, the quantities we are working with, are the maximum number of attacks expected in certain period of time. The parameters in the tables below are given in terms of the number of attacks per hour.

Scenario 1

	(attempt
	(successful
	Psuccessful  =
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Scenario 2

	(attempt
	(successful
	Psuccessful = 
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Scenario 3

	(attempt
	(successful
	Psuccessful = 
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	0.1114 a/h
	0.0094 a/h
	0.0778


From the tables above we observe that the probability of a successful attack in scenario1 is the smallest one, but the rate of attempts of attack is higher than in the other three scenarios. Furthermore, the rate of successful attacks in this scenario is very small. These values match well with our expectations for this scenario, since companies like federal agencies, banks and military organizations for which this scenario generally holds have the highest rates of attacks, but the systems are so well protected that a successful infiltration happens very rarely.

In the second scenario, the rate of attempts of attacks decreases comparing with scenarios 1 and 3, but the rate of successful attacks increases resulting in an increase of the probability of observing a successful attack. This scenario refers to normal computers like PCs, which are well managed at home and normal companies that do not have the necessity of protecting big assets.  

The third scenario is called “Honey Pot”. It is a well “managed” scenario, where there is not any protection software, therefore hackers feel attracted to attack when they find so many vulnerabilities in a system. This is why there is an increase in the rate of attempts of attack comparing it with the second scenario. We can observe also from the tables that the rate of successful attacks decreases. This can be explained in the following way: Hackers with experience will not take the risk of trying to penetrate into a system like a “Honey pot”, because this system is made just to track hackers’ behavior and to test sensors. Hence it does not offer any valuable information so it is not a challenge for a hacker to penetrate successfully into this kind of system. Usually this rate of successful attacks corresponds more to a virus infection rather than a hacker attack.

After the parameters for a constant rate of attacks have been found for the three scenarios, the question now is: How to compute the parameters for any other rate of attack?. Applying the nonhomogeneous Poisson process model described in the previous section, the process of attacks is analyzed as a Weibull process with intensity function   m(t)=((t(-1. This distribution allows us to model different rates of attacks by only changing the parameters of the function.

As for the case of a constant rate of attacks, the experts were asked to assess some questions that allow us to compute the unknown parameters. The questions were formulated in the following way:

· How long does someone have to wait before the first attack? (Units i.e. min, hours, days, weeks, years)

· How long does someone have to wait after the first attack before the second attack occurs? 

As for the previous case with a constant rate of attack, the 95% quantile from the distributions for these questions was taken to perform the analysis. The parameters are calculated in the following way:

The answers of the experts give us 2 different times

T1   =  First attack              

T2   =  Second attack after the first attack is observed                         

From the nonhomogeneous Poisson process we have:

N(t) = Number of attacks till time t

The mean number of failures to time t is:

                                                              M(t) = E[N(t)]           


 (3.4)

The rate of occurrence of attacks (ROCOA) or intensity is defined as:

                                                               m(t)= d M(t)/dt                                               (3.5)
In our case M(t)  and m(t) are defined as :

                                                                 M(t) = ( t (  (NHPP)                                     (3.6)

                                                                  m(t)= (( t(-1                                                 (3.8)

Combining the equations (3.4) and (3.6) and the information obtained by the experts, we get the following equations:

                                             E [N(T1)] = 1 =  ( T1 (                                           (3.9)

                                                      E [N(T1+T2)] = 2 =  ( (T1 + T2) (                         (3.10)

From these two equations we can solve for the parameters alfa(() and beta(()  for the three scenarios contained in our study. The results are shown in the table below:

Scenario 1

	((scale)
	((shape)

	0.0020
	1.2309


Scenario 2

	((scale)
	((shape)

	0.0486
	0.7070


Scenario 3

	((scale)
	((shape)

	0.1173
	0.5536


The parameters shown in the table above provide us the behavior of the attack rates for each scenario. When we observe the shape parameter ((), we observe that for the first scenario it is bigger than one ((>1), which means that the rate of attacks is increasing in this scenario. For scenarios 2 and 3 the rates of attacks are decreasing since the parameter ( for both cases is less than one (0 < ( < 1). This issue can be explained in a simple way. Since scenarios 2 and 3 are not managing valuable assets or highly confidential information, a hacker that has found a poor protected system realizes that there is nothing valuable to steel, so he(she) will not be interested in penetrating into these systems again. Moreover, comparing the rates of attacks between scenarios 2 and 3, we observe that scenario 2 is more likely to be attack than scenario number 3 which coincide with our expectations, since scenario 2 is more attractive to attacks than 3. 

How to assess the probability of a successful attack for the nonhomogeneous Poisson process will be explained as a part of the simulation method in the next section, since preliminary steps must be described before. 

3.3 Simulation

The simulation of these two stochastic processes must be done separately, but one program depends directly on the other, as it will be shown further in this section. The simulation of a HPP process consists of generating random numbers from a uniform distribution that will be used to generate random times of attacks given the parameters computed before. A successful attack will be determined based on the probabilities of successful attacks that have been found previously for each scenario. These probabilities will be compared against random numbers generated again from a uniform distribution. The sampling method is described below:

The times of attacks are exponentially distributed with parameter (. Sampling from a uniform distribution 100 times, we found 100 different times of attacks applying the equations below:

                                                Uj = 1- e- ( tj                    ; j = 1,…,100                       (3.11)

                                               1-Uj = e- ( t j                                 ; j = 1,…,100                      (3.12)                        
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where :

( = average rate of attacks((a+(s)

tj = random time of attack

In order to decide whether the attack is successful or not, we generate random numbers again from a uniform distribution and we compared them against the Psuccessful  for each scenario. If the generated random number is less or equal than the probability of a successful attack, the attack is determined as a successful one. The process can be described as follows:

If Ui ≤ Psuccessful  , then  tj  is a successful attack.

where,

 i = random numbers for probabilities 

 j = random numbers for times of attacks 

For the case of the NHPP, the simulation is done converting the random calendar times of attacks obtained for the HPP into another transformed time scale in the following way:

From equation (3.6) we have that M(t)= ( t ( = ( , where ( is the transformed time in the HPP and t is the actual calendar time in the NHPP.

In order to generate the new times of attack we must define a function ((t) such that:

t = ((()= M-1(()                                                 (3.14)
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where (j, are the random interoccurrence times obtained for the HPP and tj the random interoccurrence times obtained for the NHPP.

A successful attack is defined in the same way as for the HPP, the only thing that changes is the probability of a successful attack which is computed as follows:

When the intensity function is
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Let 
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The inter-occurrence times can then be simulated by drawing samples 
[image: image20.wmf]...

,

,

,

3

2

1

s

s

s

 on the basis of the following survival probabilities.

The first inter-occurrence time 
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The survival probability of the second inter-occurrence time 
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The survival probability of the second inter-occurrence time 
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and so on.

As we can see the probability for the NHPP is computed each time step depending always on the previous times. As for the HPP, the probabilities are compared with random numbers from the uniform distribution. As before, if the probability found is less or equal that the random number generated, we will observe a successful attack. The results from the HPP and the NHPP simulations are shown and explained in the next section.

3.4 Simulation Results

The simulations for all the three scenarios were performed in VISUAL BASIC. The program for each scenario was being run 100 times for the HPP and for the NHPP. In order to verify that the frequencies did not change significantly from simulation to simulation, the program was being run again 10 times more. Thus in this way, we can observe which frequencies repeat the most in each scenario for the two stochastic processes.

The graph below (figure 3.1) is an example of the first four runs of the program after being run 100 times for the NHPP in scenario 1. The graph can be interpreted in the following way: The first time we run the program 100 times (purple color), we find that almost 30% of the times there are 4 successful attacks, 22% of the times there are 3 successful attacks and so forth. The second time the program was being run (dark red), 42% of the times there are 3 S.attacks and 17% of the times there are 2 S.attacks. We also observe that the results are almost the same for the third and fourth time we run the program. In fact, 25% of the time we observe 3 S.attacks, 24% we observe 2 S.attacks and 23% of the time we observe 4 S.attacks. This issue repeats itself 7 out of 10 times as we run the program, which means that 7 of 10 times we will find the same frequencies for the same scenario.

Given this fact, the graphs that illustrate the frequencies that repeat themselves the most, are going to be shown for each process in each scenario. The tables containing the data from where the graphs come from can be found in the Appendix B.
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Figure 3.1. First 4 runs after the program has run 100 times for the NHPP in scenario 1.

· Simulation Results for Scenario 1
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Figure 3.2. Simulation for the HPP in Scenario1
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Figure 3.3. Simulation for the NHPP for Scenario 1

In Figure 3.2 we show the simulation for a constant rate of attack. We notice that almost 35% of the times one successful attack is observed in a period of 844,47 hours (35 days) and only 5% of the times there are 3 or 4 successful attacks in the same time period. However, in Figure 3.3, we observe that for an increasing rate of attack, as it is for scenario 1, 33% of the times there are 3 successful attacks in a period of  119514,2 hours (14 years), while the fact to observe more than 5 successful attacks is very rare.

These results are in accordance with the description of this scenario. If there is enough capital invested to have the best protection software, human resources and technologies, then it is possible that a system can survive for more than 14 years with less than 5 successful attacks or systems infiltration.
· Simulation Results for Scenario 2
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Figure 3.4.  Simulation for the HPP for Scenario 2
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Figure 3.5. Simulation for the NHPP for Scenario 2

In Figure 3.4 the simulation results for a constant rate of attack in scenario 2 are shown. As it must be expected, there is an increase in the number of successful attacks in this scenario. We observe that 23% of the times there are 8 successful attacks and we will find 3 or 4 successful attacks less than 5% of the times. These results are for a time period of 824,96 hours (35 days approximately). Changing the rate of attack, for the second scenario, we observe in Figure 3.5 that over 10% of the times there are between 21 to 23 successful attacks in a time period of 273129,8 hours (31 years). Moreover we notice that from 20 to 30 successful attacks occur 73% of the times in this scenario. 

· Simulation Results for Scenario 3
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Figure 3.6. Simulation for the HPP for Scenario 3
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Figure 3.7. Simulation for the NHPP for Scenario 3

For scenario 3 the simulation results with a constant rate of attack are illustrated in Figure 3.6. Almost 25% of the times we will have 7 successful attacks and approximately 15% of the times 8 successful attacks. The reason why we have for this scenario less successful attacks than for scenario 2, can be explained by the parameters used to perform the simulation. As it was explained in section 2.2, the rate of successful attacks for this scenario is smaller than for scenario number 3 and this is basically the reason that we found via simulation that there are less successful attacks in scenario 3 than in scenario2.

In Figure 3.7, we show the simulation results for the nonhomogeneous Poisson process.  We observe that almost 14% of the times we have 25 successful attacks.  In addition we find that 20 to 27 successful attacks occur 76% of the times in this scenario. The time period for this simulation was 303120,80 (35 years aprox). Comparing the results for the NHPP of scenario 3 against the results of the NHPP of scenario 2, we notice that there is not a significant increase in the amount of successful attacks from one scenario to another. We could think that if we would have performed scenario 3 for more than 4 years comparing to scenario 2, the results may differ. However, taking into account that one of the parameters in this process is a decreasing rate of attack, while the rate of attack of scenario 3 decreases more rapidly than the rate of attack for scenario 4, these results agree with what we should expect. 

The next section explains how the results from expert judgment are used to determine uncertainty distributions over the target variables, which in our case are the parameters for the distribution functions.

3.5 Probabilistic Inversion(PI)

Using methods in Reliability Theory is just one of the approaches that we could use to solve the problem of estimating the unknown parameters. Taking into account that for the analysis and the results showed previously we use only the 95% quantile of the distributions, we can expect that much of the information given by the experts was ignored. Nevertheless, by use of probabilistic inversion, all the information obtained by experts can be used and consequently the parameters estimated can be more accurate and precise. 

Probabilistic inversion (PI) is used to establish a subjective probability distribution over the parameters whose precise values are unknown14. The method works by taking subjective probability distributions in the variables that we want to observe and inverting them through a model.

The model that we are managing in this project for the nonhomegeneous Poisson process is described in equation (3.6). The process to perform the probabilistic inversion for this case is explained briefly here.  

Mathematically probabilistic inversion can be understood as follows:

Let X and Y  be n- and m-dimensional random vectors, respectively, and let G be a function from (n to (m. We call x ( (n  an inverse of   y ( (m   under G if  G(x) = y. Similarly we call X a probabilistic inverse of Y under G if G(X) ~ Y, where “~” means “has the same distribution as”.   If {Y | Y ( C} is the set of random vectors satisfying constraints C, then we say that X is an element of the probabilistic inverse of {Y | Y ( C} under G if G(X)( C.  Equivalently, and more conveniently, if the distribution of Y is partially specified, then we say that X is a probabilistic inverse of Y under G if G(X) satisfies the partial specification of Y.  In the current context, the parameters play the role of X, and the left hand sides of equations (3.9) and (3.10) play the role of Y.15
From equations (3.9) and (3.10) we have that:

1 =  ( T1 (
       2 =  ( (T1+T2) (
The joint distribution of these parameters is partially specified by the decision maker, namely by given 5%, 50% and 95% quantiles on the times T1 and T2. Making the inversion of equations (3.9) and (3.10) we get
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The next step is to generate a sample of 10,000 random numbers from a given distribution, in this case from the uniform distribution, for the parameters ( and (. The random numbers generated where in the range 0-5 for both parameters. This range choice will be reflected in the results as we will see further. Equations (3.20) and (3.21) are evaluated in each random number generated for ( and (. The samples are generated with the help of the software UNICORN. The "Uncertainty analysis with Correlations" (UNICORN) software tool, implements research work on dependence modeling for high dimensional distributions16. 

Taking the results for T1 and T2 from UNICORN and transfer them into a spread sheet in EXCEL, a program computes a weighted probability distribution over the values found for the times T1 and T2. The strategy can be described informally as follows. Initially we choose an initial distribution for X, that is, for the parameters. This distribution must be chosen such that, when we sample it a large number of times and compute Y, some samples fall within each interquantile interval for each variable in Y, and all samples are physically possible.  The choice of initial distribution is not further constrained, but it should cover the range of realistic values.  We take N (10,000 in this case) samples from X and compute N samples for Y, yielding N samples for (X ,Y). When drawn from the initial distribution, each of the N samples has probability 1/N.  We now wish to re-weight these N samples such that, if we re-sample this distribution, drawing each sample (with replacement) with probability given by its weight, then the quantile constraints on Y are satisfied in the re-sampled distribution [see 16]. 

Strategies for finding the weights can be found in references 15 and 16. In this case Iterative Proportional Fitting was used. Describing the process in simple words, after the weighted probability distribution is found, we sample again our parameters ( and ( given the weighted probability distribution and we find this time the quantiles 0.05, 0.50 and 0.95 from the distributions of the parameters we are trying to estimate. 

The quantiles obtained for the parameters in the first scenario are shown in the tables below. Figure 8 shows the cumulative distribution function obtained for the parameter (() after the re-sample was made.

Comparing the results obtained by use of probabilistic inversion with the results obtained taking only the 95% quantile of the distributions given for the times of attack, we observe that a lot of the information was actually missed.
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Figure 8. Cumulative distribution function obtained for the parameter alfa (() after PI is applied

Taking into account the results found previously for the case of (, the value that was taken do not fall in the new 5%-95% range (table 3.1). This is one of the consequences of having very wide ranges for the combined distributions [see Chapter 2].  The re-sampling takes into consideration all the values of the combined distribution, which is reflected in the values of the quantiles for the parameters. In the case of the parameter ((), we observe that the value that has been used, falls in the second interval of the distribution, between the 5% and the 50% quantile.

	Quantiles beta Sc1

	5%
	50%
	95%

	0,1
	2,6
	4,78

	Quantiles alfa Sc1

	5%
	50%
	95%

	0,078
	2,04
	4,71


Table 3.1.  Quantiles of parameters ( and ( in Scenario 1 after  PI

Making the same analysis for scenario 2, we can see from table 3.2 that again the parameter (() is not included in the 5%-95% range. The parameter (() falls in the second interval as previously, which possibly explains that the parameters used to perform the simulations could be improved by taking into account  the new information given by the PI.

	Quantiles beta Sc2

	5%
	50%
	95%

	0,22
	2,42
	4,65


	Quantiles alfa Sc2

	5%
	50%
	95%

	0,3
	2,22
	4,51


Table 3.2. Quantiles of parameters ( and ( in Scenario 2 after PI

In table 3.3 the results for the parameters for scenario 3 are shown. We observe that this time the parameter (() used in the simulations falls in the first interval, between the 0% and 5% quantiles. On the contrary, the parameter (() falls in the second interval just as before.

	Quantiles beta Sc3

	5%
	50%
	95%

	0,1497
	2,68
	4,89

	Quantiles alfa Sc3

	5%
	50%
	95%

	0,19
	2,068
	4,56


Table 3.3.  Quantiles of parameters ( and ( in Scenario 3 after PI

Regarding the new evidence given by the probabilistic inversion, it will be advisable to observe the results obtained by the simulations as very “optimistic” cases, since almost all the values of the parameters taken to perform the simulations fall only in the first and second intervals of the distributions. In other words, all the values taken to perform the simulations (95% quantiles) are below the median of the distributions for each one of the parameters for the three scenarios. This implies that the number of successful attacks that were found can be underestimated.

The next chapter explains another alternative to compare the three scenarios given that the parameters of the distributions are known. Also, it gives an introduction to a quantitative way to estimate the benefits of investing in protection software. Some numerical examples are shown to illustrate better the differences between the alternative scenarios.

CHAPTER 4

In this chapter we explain another approach to compute the difference between rates of attacks regarding the three scenarios proposed. Making use of Survival Analysis we can find what is the behavior of the attacks with respect to the time. Also, an introduction to an economical model is presented applying the results obtained employing survival analysis methods. The first section explains briefly some fundamental concepts about survival analysis, which are necessary for the rest of the chapter. 

4.1 Survival Analysis

Survival times are data that measure the time to response, failure, death or development of any given case. These times are subject to random variations and like random variables, form a distribution. The distribution of survival times may  be characterized by any of the following three functions: (1) the survival function, (2) the probability density function, and (3) the hazard function. If one of these functions is given, the other two can be derived17.  

Let T denote the survival time. The distribution of T can be characterized by the following equivalent functions.

Survival Functions

This function, denoted as S(t), is defined as the probability that an individual survives longer than t but in  our specific case is defined as the probability of  not observing a successful attack before t:

S(t) = P( T > t )                                                 (4.1)

From the definition of the cumulative distribution function F(t) of T, we have that 

S(t) = 1- F(t)                                                     (4.2)

The hazard function h(t) of survival time T gives the conditional failure
 rate. This is defined as the probability of a failure during a very small time interval, assuming that the system has survived to the beginning of the interval. This function is mathematically related to the survivor functions in the following way:
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where f(t) is the probability density function and is defined as the probability of failure in a small interval per unit of time.

There are several theoretical distributions that have been widely used to describe survival time. In this project we make use of two of them, the Exponential and the Weibull distributions.  

The exponential Distribution

The exponential distribution is often referred to as purely random failure pattern, and it is characterized by a constant failure rate (, its only parameter. A large ( indicates high risk and short survival while a small ( indicates low risk and long survival.  In other words, ( can be used to estimate the probability of failure of any given system.

The survival function for the exponential distribution with parameter ( is defined as:
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The probability density function for this distribution is defined as:

f(t) =   ( e -( t                     t (0, ((0                                               (4.5)

                                f(t) = 0                                t<0    

and the hazard function as:

                                 h(t)= (                                t (0                                                     (4.6)

Hence, for the exponential case we observe that the risk of failure (successful attack) remains constant in time. This assumption may not be always true. Therefore we need to find another distribution, which allows us to have different rates of attack (increasing, decreasing or constant) that can approach better the situation in reality.

The Weibull Distribution

The Weibull distribution is a generalization of the exponential distribution. However, compared to the exponential distribution, it does not assume a constant hazard rate and therefore has broader application. In the exponential case we assume a constant rate of attack, which cannot be always true. The Weibull distribution allows us to create a model with different rates of attack depending on the case.                       

The survival function for the Weibull distribution is defined as follows:
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and the hazard function as
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where ( and ( are the scale and shape parameters respectively.

When (=1, the rate of attacks remains constant as time increases; this is the exponential case. The rate of attacks increases when ( > 1 and decreases when ( < 1.Thus, the Weibull distribution may be use to model only increasing, decreasing, or constant rates of attacks. This flexibility that the Weibull distribution offers to our case explains why it was chosen for this model.

Since in the previous chapter we have computed the parameters for the exponential and Weibull distributions, we can make use of them to analyze the case at hand. The next section illustrates how we can employ them to simulate the attacks behavior and what information can be obtained from this procedure.

4.2. Probability Models

Making use of the distributions proposed in the previous sections, we can test the filtering capacity of protection software until the first successful attack occurs. Depending on the rate of attack we choose the appropriate model. The plots in the figures in this chapter were obtained performing simulations in MATLAB. 

The procedure is explained here in brief: Random survival times are generated from 0 to 2 months for the exponential case and from 0 to 3 years for the Weibull case. After these random times are evaluated in the appropriate survival function (exponential or Weibull), the survival functions are plotted against the random survival times. The survival functions change from scenario to scenario, since the parameters for each scenario change also according the case. 

 If we want to model a constant rate of attack we apply the exponential survival model as it shown in Figure 4.1.The Figure represents the behavior of scenario 1 (over protection) against scenario 3 (non protection). The plot illustrates how much time a system will survive without experience a successful attack given that protection software is installed (scenario 1) or not (scenario 3).  The legend in Figure 4.1 gives the rate of attack for each scenario.
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Figure 4.1. Exponential survival model (scenario 1 vs scenario 3)

From the graph above we observe that the probability of not experiencing an event (successful attack) before 2 months is 0.08 for Scenario 3, where no investment in security has been done. For Scenario 1, where an investment has been made the probability of not observing a successful attack before two months is 0.20.Therefore, if we would like to compare or make an estimation of the advantages of making an investment in protection software, we could do it in the following way:

We can see for scenario 1 that the probability of not observing a successful attack before 15 days (0.5 in the graph) is 0.67. Hence, the probability of observing a successful attack is 33%. In the same way, for scenario 3, we observe that the probability of not observing a successful attack before 15 days is 0.47. Performing a simple subtraction, we find that it is more viable to make an investment in protection software, since scenario 1 has 20 % more chances of not observing a successful attack after 15 days of use.

As explained before, we model three different kinds of rates of attacks with the Weibull survival distribution. Figure 4.2 illustrates the behavior of scenario 1 versus scenario 3, each one with a non-constant rate of attack given by the parameter ( in each distribution. The legend in Figure 4.2 presents the value of this parameter for each scenario.

From Figure 4.2, we observe that for scenario 3 the probability of not observing a successful attack before 3 years is almost 0, while for scenario 1 is 96%. This implies that it is more probable that after more than 3 years, scenario 1 will not experience even one successful attack. In the same way as before, we can use this model to make an estimation of the advantages of making an investment in protection software. 

From Figure 4.2 as well, we observe that for scenario 3 the probability of not observing a successful attack before 2 years is 0.19 while for scenario 1 is 0.98. This implies that scenario 1 is 79% more secure than scenario 3.
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Figure 4.2. Weibull survival model (scenario1 vs scenario3) 

The next step in the analysis is to evaluate how much better is scenario 1 against scenario 2. More specifically, we want to know if the difference is significant between a system that is over protected compared with a system that just have the usual protection.   

The answer to this question is given in Figure 4.3 for the exponential survival model and in Figure 4.4 for the Weibull survival model. From Figure 4.3, we observe that for scenario 2 the probability of not observing a successful attack before 15 days is 0.42. This value is smaller than the value obtained for scenario 3 performing the same analysis. This is explained taking into account the difference between parameters of scenario 2(usual protection) and scenario 3(non protection), that was explained in Chapter 3. From the graph, we can also observe that scenario 1 is 25% more protected than scenario 2. From these results we can conclude that a system in which protection software has been invested is 25 % more protected than the usual system where only regular methods employed.

From Figure 4.4, we can see that for scenario 2 (usual protection) the probability of not observing a successful attack before 3 years is 0.21. Previously, for scenario 1(over protection) was found that that the probability of not observing a successful attack before 3 years is 0.96. From this result we can conclude that scenario 1 is 75% better than scenario 2. Comparing scenario 2 and scenario 3, we can conclude that scenario 2 is just 2% better than scenario 3. This implies that having the usual protection i.e. an antivirus, will protect the system only 2% better than not employing any protection at all.  
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Figure 4.3. Exponential survival model (scenario 1 vs. scenario 2)
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Figure 4.4. Weibull survival model (scenario1 vs scenario2) 

The results in this section suggest that making an investment in protection software really makes a difference, since scenario 1 compared with the other two scenarios shows always better performance in security. In other words, investing in protection software will keep a system 20%-25% more protected in cases of constant rates of attack and 75%-96% more protected in cases of decreasing rates of attack. However, comparing scenario 2 and 3, the difference between these two is not obvious, since a variation in protection of only 2% does not make to much difference. 

The next section illustrates how these results can be translated into an economical pattern, which will help the consumers to decide whether an investment in protection software is or is not the best choice. 

4.3. Expected benefits of protection software investments

Risk management depends upon knowledge of threats, vulnerabilities, countermeasures and their cost, and the impact of successful attacks on information assets and systems18. Cost-benefit analysis are recommended in making management decisions concerning allocation of scarce resources-money and time- to choosing additional security for valuable information assets and systems. 

The process is straightforward. We calculate the expected loss provided that we spend the money and time to reduce vulnerabilities and implement countermeasures, and compare that expected loss to the expected loss if we do not invest the money and the time. If the difference is larger than the cost, we make the investment, otherwise we do not.

Making decisions concerning investments in information security requires calculations of the “net benefits expected” as result of the investment. One way to compute the expected net benefit is applying the following equation19:

E[i] = {( po – pi )* V}- i                                                                         (4.9)

Where:

E[i] = Expected net benefit

Po   = Probability of having a successful attack given that investments in protection software were not made

Pi    = Probability of having a successful attack given that investments in protection software were made

V    = Impact of a successful attack (money, time, information, etc.)

i      = Investment

Combining equation 4.9 with the probability models described before, the computation of the expected net benefit could be possible. The only disadvantage that equation (4.9) poses, is assigning values to the variable “V”. Determining the impact of a successful attack is not always easy. If an information asset is completely destroyed, the impact of the attack may be 100% of its cost of its acquisition or creation. On the other hand, if the asset is easily recoverable from backup storage, the reduction in value resulting from a successful attack may simply be the cost of retrieving the backup and restoring the asset to the system [see 19]. These issues make very difficult to assign a single value to the variable V. Moreover, arriving at a consensus of which value V must take, is a real challenge.

Expert Judgment Analysis could be useful in this case to determine the values of the variable V, depending on different scenarios that the annalist can create. This approach to solve equation (4.9) is proposed here as further research in this area, given that the probability models can be taken from actual research.

In the next chapter the performance of the Experts selected for this project (Chapter 2) is tested against the performance of the “new experts” in this field. 

CHAPTER 5

Computers have become an important component of life in a day to day basis. Almost everyone who has contact with computers has been confronted with the problem of a virus infection or hacker intrusion. The information security subject is familiar to many people and experts need not have any specific training or background. This chapter presents a comparison between the performances of the experts in Chapter 2 and the “new experts”. 

5.1. The “New Experts”


The “new experts” are MSc students in Information Security at George Washington University in United States. A random group of 25 students was selected to perform the analysis. As in Chapter 2, the new experts answered their questionnaires alone, without awareness of the other people involved. The questionnaire that was given to the experts and to the new experts can be found in the appendix A. 

It is important to clarify at this point that some of these MSc students are already professionals in this area. Some of them have already long term careers in companies but maybe they are not well known yet at this field like the experts in Chapter 2. The results and explanations obtained after performing the analysis are shown in the next section.

5.2. Expert Judgment Analysis

The Expert Judgment Analysis as was described in Chapter 2 will be performed again with the help of the software “Excalibur”. The elicitation process (Cooke and Goossens,2000) is the same as was  before but this time the new experts were interviewed in group. As in Chapter 2, the sessions were conducted for a normative expert and substantive experts20. Normative experts are experienced in subjective probability assessments and could be familiar with some of the areas of interest. Substantive experts are familiar with the area of interest. It is imperative that the normative specialist is able to assist the experts in encoding subjective assessments into coherent probability distributions during the elicitation sessions. 
The new experts were convened for a first meeting where they were briefed on the purposes of the study, and the method of filling in the questionnaires. Having all the experts together is something that would save time and money for the case of the real experts (chapter 2), but since some of the identities are confidential and they have time restrictions there was not choice that to make the interviews alone. The new experts felt confident at the moment of answering the questions and each one of them got to fill in his (her) questionnaire privately. 

 The first step in the process is to score the experts and new experts, given their weights, to determine the decision maker’s distribution. The three “decision maker” schemes presented in Chapter 2 are also analyzed in this section. The table obtained in Excalibur applying these weights is shown in Table 5.1. This analysis is only performed on seed questions.

________________________________________________________________________________

Results of scoring experts

 Bayesian Updates: no      Weights:  item       DM Optimisation:  yes 

 Significance Level:    0,01397    Calibration Power:          1

______________________________________________________________________________________

   Nr.| Id     |Calibr.   |Mean relat|Mean relat|Numb|UnNormaliz|Normaliz.w|Normaliz.w

      |        |          | total    |realizatii|real|weight    |without DM|with DM

______|________|__________|__________|__________|____|__________|__________|__________

     1|e1      |  0,000456|     3,379|     3,379|  10|         0|          |         0

     2|e2      |1,361E-006|     4,133|     4,133|  10|         0|          |         0

     3|e3      |   0,01397|     2,824|     2,824|  10|   0,03945|          |  0,008352

     4|e4      |  0,000456|     2,105|     2,105|  10|         0|          |         0

     5|e5      |2,083E-005|      7,12|      7,12|  10|         0|          |         0

     6|e6      |1,067E-006|     3,155|     3,155|  10|         0|          |         0

     7|e7      |  0,001102|     2,787|     2,787|  10|         0|          |         0

     8|e8      |5,446E-008|     2,214|     2,214|  10|         0|          |         0

     9|e9      |   0,04706|     2,604|     2,604|  10|    0,1225|          |   0,02594

    10|e10     |4,079E-006|      3,65|      3,65|  10|         0|          |         0

    11|e11     |    0,3136|      2,41|      2,41|  10|    0,7558|          |      0,16

    12|e12     |    0,3136|     1,937|     1,937|  10|    0,6074|          |    0,1286

    13|e13     |1,579E-005|     2,699|     2,699|  10|         0|          |         0

    14|s1      |  0,001805|     3,022|     3,022|  10|         0|          |         0

    15|s2      |  0,006287|      2,31|      2,31|  10|         0|          |         0

    16|s3      |1,361E-006|     3,707|     3,707|  10|         0|          |         0

    17|s4      |    0,2441|     1,824|     1,824|  10|    0,4452|          |   0,09423

    18|s5      |8,923E-006|     2,021|     2,021|  10|         0|          |         0

    19|s6      |4,079E-006|     3,821|     3,821|  10|         0|          |         0

    20|s7      |    0,3136|     1,744|     1,744|  10|    0,5469|          |    0,1158

    21|s8      |3,499E-008|     2,663|     2,663|  10|         0|          |         0

    22|s9      |1,361E-006|     3,469|     3,469|  10|         0|          |         0

    23|s10     |1,579E-005|     3,314|     3,314|  10|         0|          |         0

    24|s11     |5,446E-008|     4,376|     4,376|  10|         0|          |         0

    25|s12     |5,529E-010|     4,063|     4,063|  10|         0|          |         0

    26|s13     |1,361E-006|     3,357|     3,357|  10|         0|          |         0

    27|s14     |  0,001102|     2,333|     2,333|  10|         0|          |         0

    28|s15     |1,067E-006|     3,209|     3,209|  10|         0|          |         0

    29|s16     |9,874E-005|     2,953|     2,953|  10|         0|          |         0

    30|s17     |9,874E-005|     2,492|     2,492|  10|         0|          |         0

    31|s18     |  0,001805|      2,84|      2,84|  10|         0|          |         0

    32|s19     |1,067E-006|     3,609|     3,609|  10|         0|          |         0

    33|s20     |   0,01397|     4,196|     4,196|  10|   0,05862|          |   0,01241

    34|s21     |5,596E-005|     3,026|     3,026|  10|         0|          |         0

    35|s22     |9,874E-005|     3,805|     3,805|  10|         0|          |         0

    36|s23     |   0,01397|     2,701|     2,701|  10|   0,03773|          |  0,007986

    37|s24     |    0,4735|     1,869|     1,869|  10|    0,8849|          |    0,1873

    38|s25     |  0,001102|     3,829|     3,829|  10|         0|          |         0

    39|DMI     |    0,8283|      1,48|      1,48|  10|     1,226|          |    0,2594

    40|DME     |    0,6827|     1,144|     1,144|  10|    0,7809|          |    0,1808

    41|DMG     |    0,6827|     1,445|     1,445|  10|    0,9866|          |    0,2609

________________________________________________________________________________

Table 5.1. Results of scoring Experts and New experts

In Table 5.1 in the column Id: e, represents the experts and s, represents the students. We notice from the table that the best-calibrated expert is student 24 (s24) with calibration score of 0.4735 and informativeness of 1.8969. After this student, experts 11 and 12(e11 and e12) and student 7(s7), with calibration scores 0.3136 and informativeness equal to 2.41, 1.937 and 1.744 respectively, are the next in the ranking. From column 7 in table 5.1, we observe that after student 24 (s24) with weight equal to 0.8849, experts 11 and 12 are the next ones with higher weight in the ranking. We also observe that experts 11 and 12 have the same weights as for the analysis with only experts in Chapter 2. This fact implies that these experts are performing well in this analysis as they did before; consequently the results obtained in Chapter 2 achieve more credibility now, after the performances of the experts have been tested.

Analyzing the three decision makers obtained so far, we observe that DME (equal weight) and DMG (Global weight) have the same calibration scores, 0.6827. DMI (Item weight), has the best calibration score, 0.8283, and is more informative than the other two decision makers. This implies that this decision maker is the best, however the difference with in calibration with DMG and DME is very small. DME does incur a perceptible loss of informativeness. The same result was found in Chapter 2 concerning the decision makers but this time we observe that there is an increase in the calibration score of the decision maker with item weights. This issue could make us think that the distributions just found for this decision maker are better than the previous ones, but taking into account the difference between the calibration score obtained in Chapter 2 and the new calibration score obtained for DMI, we can say that there is no substantial improvement in the performance of this decision maker. The range graphs for this case are given in appendix C. 

It would be very interesting to observe how are the results of the expert judgment taking for the analysis just the students, in this way we can get an idea of how robust are the performances. Performing the analysis in Excalibur, the results obtained are shown in table 5.2.

Significance Level:     0,4735    Calibration Power:          1

______________________________________________________________________________________

   Nr.| Id     |Calibr.   |Mean relat|Mean relat|Numb|UnNormaliz|Normaliz.w|Normaliz.w

      |        |          | total    |realizatii|real|weight    |without DM|with DM

______|________|__________|__________|__________|____|__________|__________|__________

     1|s1      |  0,001805|     2,558|     2,558|  10|         0|          |         0

     2|s2      |  0,006287|     1,848|     1,848|  10|         0|          |         0

     3|s3      |1,361E-006|     3,243|     3,243|  10|         0|          |         0

     4|s4      |    0,2441|     1,365|     1,365|  10|         0|          |         0

     5|s5      |8,923E-006|     1,556|     1,556|  10|         0|          |         0

     6|s6      |4,079E-006|     3,359|     3,359|  10|         0|          |         0

     7|s7      |    0,3136|     1,294|     1,294|  10|         0|          |         0

     8|s8      |3,499E-008|     2,207|     2,207|  10|         0|          |         0

     9|s9      |1,361E-006|     3,014|     3,014|  10|         0|          |         0

    10|s10     |1,579E-005|     2,851|     2,851|  10|         0|          |         0

    11|s11     |5,446E-008|     3,911|     3,911|  10|         0|          |         0

    12|s12     |5,529E-010|     3,597|     3,597|  10|         0|          |         0

    13|s13     |1,361E-006|     2,894|     2,894|  10|         0|          |         0

    14|s14     |  0,001102|     1,871|     1,871|  10|         0|          |         0

    15|s15     |1,067E-006|     2,745|     2,745|  10|         0|          |         0

    16|s16     |9,874E-005|      2,49|      2,49|  10|         0|          |         0

    17|s17     |9,874E-005|     2,035|     2,035|  10|         0|          |         0

    18|s18     |  0,001805|     2,376|     2,376|  10|         0|          |         0

    19|s19     |1,067E-006|     3,144|     3,144|  10|         0|          |         0

    20|s20     |   0,01397|     3,736|     3,736|  10|         0|          |         0

    21|s21     |5,596E-005|     2,561|     2,561|  10|         0|          |         0

    22|s22     |9,874E-005|     3,342|     3,342|  10|         0|          |         0

    23|s23     |   0,01397|     2,239|     2,239|  10|         0|          |         0

    24|s24     |    0,4735|     1,406|     1,406|  10|    0,6659|          |       0,5

    25|s25     |  0,001102|     3,367|     3,367|  10|         0|          |         0

    26|DMI     |    0,4735|     1,406|     1,406|  10|    0,6659|          |       0,5

    27|DME     |    0,3136|    0,9716|    0,9716|  10|    0,3047|          |    0,1674

    28|DMG     |    0,7069|      1,05|      1,05|  10|    0,7426|          |    0,4093

                                                              (c) 1999 TU Delft

Table 5.2. Results of scoring New experts

In Table 5.2, from the column “calibr” we observe that the decision maker with global weights has an insignificant increase in his performance compared with the results in table 5.1. The other two decision makers DMI and DME have a decrease in their calibration scores. In this case as before, the new expert, student 24 is the best calibrated and the one in which almost all the weight is concentrated. Combining the results found for the decision makers in Chapter 2(only experts), table 5.1(experts and new experts) and table 5.2(new experts),  we can conclude that the performance based are robust, since we get pretty much the same decision maker for the three cases.

In the next section the results of the Robustness Analysis are shown and the most significant experts for the analysis are determined.

5.3 Robustness Analysis

As explained in section 2.5 in Chapter 2, the robustness analysis is performed for experts and students together. The results for this analysis are shown in Table 5.3.

From the column “Calibr ” in Table 5.3, we can see removing any  expert  individually, except for experts 9 and 12, the calibration score of the decision maker will not change. If we remove either of these two experts, the calibration score of the decision maker will drop to 0.6827. On the other hand, if we any of the students individually, except for students 7, 23 and 24, the calibration score of the decision maker will not change. Remove students 7, 23 or 24, the score of the decision maker will drop to 0.6827, the same as in the case with the experts. These results can be explained by analyzing the results obtained in the Table 5.1. The experts and the students whose removal causes the calibration score of the decision maker to decrease, are the same who have a high calibration in Table 5.1.

Taking into account some of the range graphs (appendix C), we notice the following: The distribution of expert 12 has tendency to coincide with the distribution of student 24, who has the best calibration in this analysis. This explains why taking out expert 12 the calibration score of the decision maker will decrease. 

case name : INFOSEC2                06-07-2004              CLASS version ________________________________________________________________________________

Robustness analysis on Experts

Bayesian Updates: no      Weights:  item       DM Optimisation:  yes

Significance Level:    0,01397    Calibration Power:          ____________________________________________________________________

Nr.| Id     |Rel.info/b|Rel.info/b|Calibr.   |Rel.info/o|Rel.info/o

   |excl.exp| total    |realizatii|          | total    |realizatii

_  |________|__________|__________|__________|__________|__________

1|e1      |      1,48|      1,48|    0,8283|1,601E-009|1,601E-009

2|e2      |     1,365|     1,365|    0,8283|  0,002757|  0,002757

3|e3      |     1,478|     1,478|    0,8283|  0,004526|  0,004526

4|e4      |      1,48|      1,48|    0,8283|4,204E-008|4,204E-008

5|e5      |      1,48|      1,48|    0,8283| 1,58E-006| 1,58E-006

6|e6      |      1,48|      1,48|    0,8283|         0|         0

7|e7      |      1,48|      1,48|    0,8283|         0|         0

8|e8      |     1,404|     1,404|    0,8283|  0,004185|  0,004185

9|e9      |     1,531|     1,531|    0,6827|   0,07908|   0,07908

10|e10     |     1,407|     1,407|    0,8283|    0,1304|    0,1304

11|e11     |     1,474|     1,474|    0,8283|     0,143|     0,143

12|e12     |     1,595|     1,595|    0,6827|    0,1276|    0,1276

13|e13     |      1,48|      1,48|    0,8283|         0|         0

14|s1      |      1,48|      1,48|    0,8283|6,826E-009|6,826E-009

15|s2      |     1,479|     1,479|    0,8283| 0,0001278| 0,0001278

16|s3      |      1,48|      1,48|    0,8283|1,991E-007|1,991E-007

17|s4      |     1,513|     1,513|    0,8283|   0,04478|   0,04478

18|s5      |      1,48|      1,48|    0,8283|         0|         0

19|s6      |      1,48|      1,48|    0,8283|         0|         0

20|s7      |     1,739|     1,739|    0,6827|     0,312|     0,312

21|s8      |      1,48|      1,48|    0,8283| 8,04E-008| 8,04E-008

22|s9      |      1,48|      1,48|    0,8283| 8,13E-013| 8,13E-013

23|s10     |      1,48|      1,48|    0,8283|         0|         0

24|s11     |      1,48|      1,48|    0,8283|         0|         0

25|s12     |      1,48|      1,48|    0,8283|4,927E-008|4,927E-008

26|s13     |      1,48|      1,48|    0,8283|         0|         0

27|s14     |      1,48|      1,48|    0,8283|6,769E-008|6,769E-008

28|s15     |      1,48|      1,48|    0,8283|         0|         0

29|s16     |      1,48|      1,48|    0,8283|4,204E-008|4,204E-008

30|s17     |      1,48|      1,48|    0,8283|         0|         0

31|s18     |      1,48|      1,48|    0,8283|2,976E-008|2,976E-008

32|s19     |      1,48|      1,48|    0,8283|4,927E-008|4,927E-008

33|s20     |     1,472|     1,472|    0,8283|   0,05788|   0,05788

34|s21     |      1,48|      1,48|    0,8283|         0|         0

35|s22     |     1,442|     1,442|    0,8283|  0,001872|  0,001872

36|s23     |     1,531|     1,531|    0,6827|   0,07908|   0,07908

37|s24     |     1,667|     1,667|    0,6827|    0,2218|    0,2218

38|s25     |      1,48|      1,48|    0,8283|2,091E-007|2,091E-007

39|None    |      1,48|      1,48|    0,8283|         0|         0

________________________________________________________________________________
Table 5.3. Robustness analysis on experts and students

From the results in Table 5.3, we observe that experts and students whose removal  lowers the score of the decision maker are performing very similarly, thereby ensuring that the calibration score of the decision maker does not change too much when they are took out from the analysis.

The results obtained in this Chapter and in Chapter 2 let us conclude that the experts selected for analysis, are providing very good information for the problem at hand. Also we can see that there exist very qualified people who can provide very good information, as it was the case for some students in this research. On the other hand, not all participants in this expert judgment study gave sound probabilistic assessments. In this respect the present study is similar to a host of others21(Goossens, L.H.J. et al, 1998) where not all the expert selected for the elicitation show a good performance at the moment of the analysis. This is a fact that repeats itself very often as we can see also from the results obtained in Chapter 2, where only two experts were significant for the analysis. 

Moreover, in some cases a small number of experts succeed in combining high information with good calibration. In these cases the performance based decision maker gives high weight to these experts, and this can lead to large differences between the performances based and equal weight decision makers. In other cases the high performance experts are sufficiently representative of the whole group that the equal weight decision maker is not dramatically worse than the performance based decision maker, as was the case in Chapter 2 for the group of experts.

 CHAPTER 6

CONCLUSION AND COMMENTARIES

The impact of the analysis in this study is interesting but also subtle. The results found through this research, show that there are many unknowns in this field that can be answered if we apply mathematical methods. Quantitative models and computational simulations offer palpable support to companies and customers with respect to their fears at the moment of investing.  

The distributions for the unknown parameters found in Chapter 2 are the key of this study. Thanks to the great performance of the experts and the filtering over the gathered information via Expert Judgment, the data obtained can be used as a guide for the starting quantitative research at this field. 

From the analysis on experts in Chapter 2 we observe that from thirteen experts that were selected, only 3 of them were really significant for the analysis. One reason of why the other 10 experts did not present a good performance, could be the fact that this study focus only on two kinds of warfare: viruses and hackers, and many experts have their expertise in other kinds of warfare, not only in these two. However, for the case at hand it is very difficult to decide which expert should be call “expert” and who doesn’t, as it is proved in Chapter 5. For these reason, it is very important in an Expert Judgment study to have as much experts as possible, because usually the quality in the information comes from few. 

In Chapter 3 after simulations are performed, we found that for the scenario where all the security measures have been taken and the system is well managed, for a period of one month most of the times there is only one successful attack, while for the same period of time in a scenario where the protection software is an antivirus, the majority of the times 8 successful attacks are found. For the scenario where non-antivirus is used, 7 successful attacks are expected after a one-month period. These results are found for a constant rate of attack and satisfy the expected results given the parameters that define each scenario.

As was explained, finding that a normal system with a well managed antivirus is more likely to successful attacks than a completely exposed system, is not as strange as it seems. Hackers will not penetrate into a system that is completely unprotected; this means, that nothing valuable is stored in that system, and to take the risk of being caught for nothing, is not an option for them. Moreover, in the scenario that uses non-protection software, it was explained that it is a well-managed scenario, which means that the people who is in charge know what they are doing, in the sense that they will not visit “strange” websites in Internet or open suspicious e-mail attachments. Moreover, this is why the risk of a virus infection is low in the third scenario where non-protection is used.

In Chapter 3, we find some interesting results for the three scenarios mentioned above. With an increasing rate of attack, as it is the case for the over protected scenario, we observe that 3 successful attacks in a period of 14 years, is the result that is repeated at most. We observe also that the difference between scenario 2(usual protection) and scenario 3(non protection) is not significant since for the second scenario, the fact to observe 21 successful attacks in a period of 31 years is the most frequent pattern and for the third scenario this fact is 25 successful attacks in 35 years. Regarding these results, we conclude that it does not exist a significant difference between scenarios 2 and 3. However, both these scenarios are really different in concept from scenario 1 concerning the systems of protection.

In Chapter 3 probabilistic inversion analysis is carried out as well. This analysis uses all the information obtained from the experts in the estimation of the parameters. The results found in the simulations, where calculated with the 95% quantiles of the distributions and we noted that the results found were for a pessimistic scenario, in other words, all the results sketch the upper limit of successful attacks that can be found in each scenario. Performing the probabilistic inversion analysis, we observe that the values for the parameters found with the 95% quantiles, fall in the first or second interval of the distributions for these parameters, which implies that the results for the simulations are for very optimistic scenarios and more successful attacks should be expected.

Chapter 4 illustrates the benefits of making an investment in protection software. This chapter presents remarkable quantitative proofs that mark the difference between the three scenarios. In other words, via the survival analysis performed in Chapter 4 we obtained numerical values that prove how good each scenario behaves with respect to the others. Here, it was found that scenario 1(over protection), is always more than 20 % better than the other two scenarios in the exponential analysis, and over 70% better in the Weibull analysis. Scenario 2(usual protection) and scenario 3(non protection), do not differ too much one from the other. Taking into account the results obtained for these two scenarios (2 and 3) and regarding the frequency of attacks and the protection that they employ, we conclude that usual protection software is not enough if there exists something that a normal system wants to protect.  

In this chapter also, an equation that could be used to compute expected benefits of protection software investments is presented. This equation is an economical approach that could help the consumers to decide whether an investment is meaningful or not and the quantity of investment needed. As described in Chapter 4, the problem of using this formula is to find the appropriate value of the variable ‘V’, which represents the impact of a successful attack. An Expert Judgment study is proposed in present research in order to assess the different values of this variable. An Expert Judgment study should be performed taking into account the model and results found in this research since it will facilitate to interpret the future results. 

Chapter 5 presents a comparison between the performance of the experts and regular MSc students in the field of information security. From this chapter we can see that the performance based is robust, indeed we get practically the same Decision Maker from the experts group, the students group and from the experts and students group. This means that the information is consistent and that the results obtained are reliable. After performing Expert Judgment analysis in this chapter we found that the best experts in the expert and students group, are the same as for the experts group, which implies that the information used to performed the simulation, comes from the people with more knowledge in the field.

Valuable information has been obtained from this joint effort between George Washington University and The Technical University of Delft.  The goal of obtaining the rates of attacks for different scenarios was fulfilled in this research. This project is just the forerunner in many other research projects that can and must be performed in this area, where usually quantitative methods are avoided or even not used at all.
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Appendix A

· Questionnaire

The following questions are part of a study in statistics in which expert opinion is used to develop probability distributions for various events related to information security. The questions are divided into four sections. The first set of questions is included to set the context for the statistical study to be undertaken based on the responses to this survey. The second section addresses your expectations given that all reasonable steps have been taken to protect information assets and systems from attack – that is, that the protection is comparable to the best available protection for systems and networks in use today, competently managed. The third section addresses your expectations given that average or usual care has been taken to protect information assets and systems from attack – that is, that the protection is what you would expect to find in most systems and networks in use today. The fourth section addresses your expectations given that the information assets and systems are competently managed, but do not employ any protection systems.  

Where the question asks for 5% certainty, you should provide an answer that expresses your opinion that the true number is 95% certain to be larger than the number you give. The 50% answer should express your opinion that the true number is equally likely to be larger or smaller than your answer. And the 95% answer should express your opinion that the true number is 95% certain to be smaller than the answer you give. Please try to avoid making the interval [5%, 95%] any larger than it absolutely has to be to correctly express your opinion. Please include the units in which your answer is expressed, e. g. hours, days, percent, etc.

Example:

What time in the morning does the sun rise?

5%__6 am___

50%__6:15 am___

95%_6:45 am____

(You are fairly sure that the sun will rise sometime after 6a.m. and sometime before 6:45am. In a probabilistic sense, you are assessing the probability that the sun rises after 6:00 a.m. is 0.95 and the probability it rises before 6:45 a.m. is also 0.95. You assess 6:15 a.m. as the time where the sun is equally likely to rise before or after)

Section I.

1. If today you are using a 128-bit cryptographic key, how many bits would you need to use in six years in order to maintain the same level of security as you enjoy today?

5%_____

50%_____

95%_____

2. How likely is an attack on a system to be successful?

5%_____

50%_____

95%_____

3. If a system is successfully attacked, how likely is it that the attack will be detected?

5%_____

50%_____

95%_____

4. How likely is a successful attack on a system to be detected and reported to authorities by managers responsible for the security of the system?

5%_____

50%_____

95%_____

5. How long would it take a brute force attack by a single computer on a 56-bit cryptographic key to recover the key?

5%_____

50%_____

95%_____

6.  How long would it take a brute force attack by a distributed network of computers on a 56-bit cryptographic key to recover the key?

5%_____

50%_____

95%_____

7. Ignoring any unusual spikes in the level of attack activity, what would be your expectation of the change in attack activity from last year to this year in terms of attacks per company per week? Please express your answer as a percentage.

5%_____

50%_____

95%_____

8. How much does size matter? How much more likely, if at all, is a company with more than 500 employees to be attacked than a company with less than 500 employees?

5%_____

50%_____

95%_____

9. Does the nature of the business matter? How much more often are public companies attacked than private or not-for-profit companies?

5%_____

50%_____

95%_____

10. What percentage of announced vulnerabilities in computer systems and networks are easy to exploit, requiring only moderate computer skills or readily available tools?

5%_____

50%_____

95%_____

Section II.

This section addresses your expectations given that all reasonable steps have been taken to protect information assets and systems from attack – that is, that the protection is comparable to the best available protection for systems and networks in use today, competently managed.

1. How long do I have to wait before the first attack? (Units i.e. min, hours, days, weeks, years)

5%_____

50%_____

95%_____

2. How long do I have to wait after the first attack before the second attack occurs? 

5%_____

50%_____

95%_____

3. How long do I wait before the first successful attack? 

5%_____

50%_____

95%_____

4. How long do I wait after the first successful attack before the second successful attack occurs? 

5%_____

50%_____

95%_____

5. How fast does the security software become obsolete? (Ans. using units of time)

5%_____

50%_____

95%_____

6. How many attempted attacks can you expect in one month? 

5%_____

50%_____

95%_____

7. How many successful attacks can I expect in one month?

5%_____

50%_____

95%_____

Section III.

This section addresses your expectations given that average or usual care has been taken to protect information assets and systems from attack – that is, that the protection is what you would expect to find in most systems and networks in use today.

8. How long do I have to wait before the first attack? 

5%_____

50%_____

95%_____

9. How long do I have to wait after the first attack before the second attack occurs? 

5%_____

50%_____

95%_____

10. How long do I wait before the first successful attack? 

5%_____

50%_____

95%_____

11. How long do I wait after the first successful attack before the second successful attack occurs? 

5%_____

50%_____

95%_____

12. How fast does the security software become obsolete? (Ans. using units of time)

5%_____

50%_____

95%_____

13. How many attempted attacks can you expect in one month? 

5%_____

50%_____

95%_____

14. How many successful attacks can I expect in one month?

5%_____

50%_____

95%_____

15. How frequently do the attacks occur (give a time parameter i.e. hours, days..etc)?

 
5%_____

50%_____

95%_____

Section IV.

This section addresses your expectations given that the information assets and systems are competently managed, but do not employ any protection systems.  

16. How long do I have to wait before the first attack? 

5%_____

50%_____

95%_____

17. How long do I have to wait after the first attack before the second attack occurs? 

5%_____

50%_____

95%_____

18. How long do I wait before the first successful attack? 

5%_____

50%_____

95%_____

19. How long do I wait after the first successful attack before the second successful attack occurs? 

5%_____

50%_____

95%_____

20. How many attempted attacks can you expect in one month? 

5%_____

50%_____

95%_____

21. How many successful attacks can I expect in one month?

5%_____

50%_____

95%_____

22. How frequently do the attacks occur (give a time parameter i.e. hours, days..etc)?

 
5%_____

50%_____

95%_____

· Range Graphs Expert wise

The graphs below show the performance of the experts given the realizations of the questions. As it was explained before, the graphs most be interpreted as follows: For each expert and decision maker, the upper and lower quantile are given as “[---]”, the median is given by  “ * ” and the realization of the question is given by “#”. In this case the decision maker was computed with item weights (DMI).       

Range graph of input data
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· Range Graphs Item wise

The graphs below illustrate the degree of homogeneity within the experts group. The graphs show the assessments per item of each expert and the realization of the question. The graphs can be interpreted as follows: For each expert and decision maker, the upper and lower quantile are given as “[---]”, the median is given by  “ * ” and the realization of the question is given by “#”. The decision maker was computed with item weights (DMI).       
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Real:::#:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

      0,04

    1E-005                                                                0,95

Item no.:   4 Item name: QI4 Scale: uni

Experts

  1 [---*---]                                                                  

  2                                  [-------*--------------------]            

  3 [---*-----------]                                                          

  4         [-------*------------------------]                                 

  5 |                                                                          

  6                                      [----------------------------*-------]

  7                 [----------------*---------------]                         

  8                 [----------------*-------]                                 

  9                         [----------------*----------------]                

 10                                          [--*]                             

 11 [-------*---------------]                                                  

 12                     [------------*--------------------]                    

 13     [-------*-------]                                                      

DMI [====================*===============================]                     

Real#::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

     0,01

    1E-005                                                                 0,9

Item no.:   5 Item name: QI5 Scale: uni

Experts

  1 |                                                                          

  2 |                                                                          

  3 |                                                                          

  4 *]                                                                         

  5 |                                                                          

  6 |                                                                          

  7 |                                                                          

  8 [--*---]                                                                   

  9 |                                                                          

 10        [-----------------------------*------------------------------------]

 11 |                                                                          

 12 |                                                                          

 13 |                                                                          

DMI |                                                                          

Real#::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

     72

    0,016                                                            9,216E004

Item no.:   6 Item name: QI6 Scale: uni

Experts

  1 |                                                                          

  2 |                                                                          

  3 |                                                                          

  4 [--*--]                                                                    

  5 |                                                                          

  6 |                                                                          

  7 |                                                                          

  8       [------------------------------*------------------------------------]

  9 |                                                                          

 10 |                                                                          

 11 |                                                                          

 12 |                                                                          

 13 |                                                                          

DMI |                                                                          

Real#::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

     22

    0,0028                                                                9216

Item no.:   7 Item name: QI7 Scale: uni

Experts

  1  [-----*------]                                                            

  2                              [-------*--------------]                      

  3  [-----*---]                                                               

  4 []                                                                         

  5 [*-]                                                                       

  6 |                                                                          

  7    [-*-]                                                                   

  8               [--------------*--------------------------------------------]

  9 *]                                                                         

 10               [-------*--------------]                                     

 11 [--*---]                                                                   

 12 [--*---]                                                                   

 13  [-*----------]                                                            

DMI [==*===]                                                                   

Real:#:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

     0,2

    1E-005                                                                  10

Item no.:   8 Item name: QI8 Scale: uni

Experts

  1 *]                                                                         

  2                                        [---------*------------------------]

  3 []                                                                         

  4     [----*----]                                                            

  5  [*]                                                                       

  6 [-*-]                                                                      

  7 |                                                                          

  8 |                                                                          

  9 [*]                                                                        

 10 |                                                                          

 11 *-]                                                                        

 12 [--*-]                                                                     

 13 *]                                                                         

DMI [*===]                                                                     

Real::#::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

      0,5

    1E-005                                                                  15

Item no.:   9 Item name: QI9 Scale: uni

Experts

  1 *--]                                                                       

  2 |                                                                          

  3 [--*-----]                                                                 

  4 *------------------------------------]                                     

  5 |                                                                          

  6  [----------------*----------------]                                       

  7                   [-------*--]                                             

  8    [---*---]                                                               

  9    [---*---]                                                               

 10 |                                                                          

 11                   [------------------*------------------------------------]

 12 [------------------------------------*------------------------------------]

 13  [-*--------------]                                                        

DMI    [=======*===========================================================]   

Real::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::#

                                                                             2

    1E-005                                                                   2

Item no.:  10 Item name: QI10 Scale: uni

Experts

  1 [-----*-----------]                                                        

  2                                             [-----------*--]               

  3                                      [------*-----------]                  

  4                      [------------------------------*--------------]       

  5                   [------------------*------------------]                  

  6                              [-------*------]                              

  7                                      [--------------*------]               

  8       [-----------*------------------]                                     

  9                                                            [-------*------]

 10                                                                    [---*-] 

 11                   [-------------------------------------*-----------------]

 12    [-------------------------*--------------]                              

 13                                      [------------------*--------------]   

DMI     [==================================*=================================] 

Real::::::::::::::::::::::::::::::::::::::::::::::::::::#::::::::::::::::::::::

                                                        0,7

    0,01                                                                     1

· Combined Decision Maker (item weights) of values assessed by experts
Case name : INFOSEC                                           CLASS version W4.0

________________________________________________________________________________

Resulting solution (combined DM distribution of values assessed by experts)

 Bayesian Updates: no      Weights:  item       DM Optimisation:  no  

 Significance Level:   0.0000    Calibration Power:   1.0000

______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

 Nr.| Id           |Scale|        5%|       50%|       95%|Realizatii|  

____|______________|_____|__________|__________|__________|__________|____________________________________________________________________________________________________________                     

   1|QI1           |uni  |     141,4|     613,8|      1776|       130|

   2|QI2           |uni  |    0,1015|    0,4936|    0,8719|      0,65|

   3|QI3           |uni  |   0,01077|    0,2845|    0,7247|      0,04|

   4|QI4           |uni  |  0,006069|    0,2402|     0,639|      0,01|

   5|QI5           |uni  |    0,0765|     36,39|     611,4|        72|

   6|QI6           |uni  |    0,1121|     2,885|     56,33|        22|

   7|QI7           |uni  |  0,006152|    0,4485|     1,366|       0,2|

   8|QI8           |uni  |  0,008496|    0,3066|     1,197|       0,5|

   9|QI9           |uni  |   0,02046|    0,2712|     1,874|         2|

  10|QI10          |uni  |   0,07649|    0,5448|    0,9797|       0,7|

  11|QII1          |uni  | 0,0005593|    0,6373|     158,7|          |

  12|QII2          |uni  | 0,0005563|    0,5447|       120|          |

  13|QII3          |uni  |     16,59|     503,2|      9128|          |

  14|QII4          |uni  |     1,554|     857,1|      9148|          |

  15|QII5          |uni  |      1457|      8135| 2,457E004|          |

  16|QII6          |uni  |         5|     84,63| 7,693E004|          |

  17|QII7          |uni  |1,003E-005|     1,073|     14,45|          |

  18|QIII1         |uni  |  0,000557|    0,6383|     71,99|          |

  19|QIII2         |uni  |  0,000556|    0,5453|     119,9|          |

  20|QIII3         |uni  |     1,008|     48,33|      1401|          |

  21|QIII4         |uni  |    0,1746|     157,5|      1522|          |

  22|QIII5         |uni  |   0,02602|      5973|  2,32E004|          |

  23|QIII6         |uni  |     5,002|     79,49| 3,494E004|          |

  24|QIII7         |uni  |  0,002855|     7,306|     152,1|          |

  25|QIII8         |uni  |   0,07441|      5,82|     93,52|          |

  26|QIV1          |uni  |7,593E-005|     0,655|        48|          |

  27|QIV2          |uni  |4,121E-005|    0,5408|     119,9|          |

  28|QIV3          |uni  |  0,001652|    0,3786|     462,9|          |

  29|QIV4          |uni  |   0,00154|    0,3426|       725|          |

  30|QIV5          |uni  |     5,001|     80,19| 5,164E004|          |

  31|QIV6          |uni  |     1,006|     6,755|      4664|          |

  32|QIV7          |uni  |   0,06255|     1,082|     92,23|          | __________________________________________________________________________________________________________________________________________________________________________________

APPENDIX B

TABLES FROM THE SIMULATIONS IN CHAPTER 3

Scenario 1(TIME Average is given in hours)
· HPP
	TIME AVG.
	844,47

	#Successful attacks
	Frequency

	0
	31

	1
	36

	2
	26

	3
	3

	4
	4

	5
	0

	6
	0


· NHPP

	TIME AVG
	119514,2207

	#Successful Attacks
	Frequency

	0
	3

	1
	9

	2
	19

	3
	31

	4
	14

	5
	14

	6
	4

	7
	3

	8
	1

	9
	2

	10
	0

	11
	0

	12
	0

	13
	0

	14
	0

	15
	0

	16
	0

	17
	0

	18
	0

	19
	0


Scenario 2(TIME Average is given in hours)

· HPP

	TIME AVG
	824,96

	# de S. attacks
	Frequency

	2
	0

	3
	3

	4
	4

	5
	9

	6
	13

	7
	11

	8
	23

	9
	11

	10
	10

	11
	7

	12
	5

	13
	3

	14
	1


· NHPP

	TIME AVG
	273129,8085

	#Successful ttacks
	Frequency

	3
	0

	4
	0

	5
	0

	6
	0

	7
	0

	8
	0

	9
	0

	10
	0

	11
	0

	12
	1

	13
	3

	14
	1

	15
	2

	16
	1

	17
	4

	18
	6

	19
	6

	20
	6

	21
	13

	22
	10

	23
	9

	24
	8

	25
	4

	26
	7

	27
	5

	28
	4

	29
	4

	30
	0

	31
	2

	32
	2

	33
	0


Scenario 3(TIME Average is given in hours)
· HPP

	TIME AVG
	833,8727865

	# de S. attacks
	Frequency

	2
	0

	3
	2

	4
	7

	5
	8

	6
	11

	7
	23

	8
	13

	9
	8

	10
	6

	11
	9

	12
	4

	13
	2

	14
	3


· NHPP

	TIME AVG
	303120,8085

	#Successful attacks
	Frequency

	8
	0

	9
	0

	10
	0

	11
	0

	12
	1

	13
	0

	14
	0

	15
	3

	16
	1

	17
	2

	18
	8

	19
	2

	20
	9

	21
	4

	22
	6

	23
	9

	24
	7

	25
	13

	26
	9

	27
	8

	28
	2

	29
	4

	30
	9

	31
	6

	32
	3

	33
	0


Appendix C

· Range Graphs Expert wise

The graphs below show the performance of the experts given the realizations of the questions. As it was explained before, the graphs most be interpreted as follows: For each expert and decision maker, the upper and lower quantile are given as “[---]”, the median is given by  “ * ” and the realization of the question is given by “#”. In this case the decision maker was computed with item weights (DMI).       

                         Range graph of input data

Expert no. :    1     Expert name:  e1        

Items

  1(u) []                                                                      

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  2(u)        [---------------------------*----------------------------]       

Real   ::::::::::::::::::::::::::::::::::::::::::::::#:::::::::::::::::::::::::

  3(u) *------]                                                                

Real   ::#:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  4(u) [--*---]                                                                

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  5(u) |                                                                       

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  6(u) |                                                                       

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  7(u)  [-----*------]                                                         

Real   :#::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  8(u) *]                                                                      

Real   ::#:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  9(u) *--]                                                                    

Real   :::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::#

 10(u) [------*---------]                                                      

Real   ::::::::::::::::::::::::::::::::::::::::::::::::::#:::::::::::::::::::::

Expert no. :    2     Expert name:  e2        

Items

  1(u) [-*]                                                                    

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  2(u)    [---*-------------]                                                  

Real   ::::::::::::::::::::::::::::::::::::::::::::::#:::::::::::::::::::::::::

  3(u)                      [------*--------------]                            

Real   ::#:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  4(u)                             [------*-----------------]                  

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  5(u) |                                                                       

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  6(u) |                                                                       

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  7(u)                             [------*--------------]                     

Real   :#::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  8(u)                                       [--------*-----------------------]

Real   ::#:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  9(u) |                                                                       

Real   :::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::#

 10(u)                                            [---------*---]              

Real   ::::::::::::::::::::::::::::::::::::::::::::::::::#:::::::::::::::::::::

Expert no. :    3     Expert name:  e3        

Items

  1(u)  []                                                                     

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  2(u)                                    [-----------------*----------]       

Real   ::::::::::::::::::::::::::::::::::::::::::::::#:::::::::::::::::::::::::

  3(u) [-*----]                                                                

Real   ::#:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  4(u) [--*----------]                                                         

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  5(u) |                                                                       

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  6(u) |                                                                       

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  7(u)  [-----*--]                                                             

Real   :#::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  8(u) []                                                                      

Real   ::#:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  9(u) [--*----]                                                               

Real   :::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::#

 10(u)                                    [-------*---------]                  

Real   ::::::::::::::::::::::::::::::::::::::::::::::::::#:::::::::::::::::::::

Expert no. :    4     Expert name:  e4        

Items

  1(u) [*---]                                                                  

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  2(u)                  [-----------------*-----------------]                  

Real   ::::::::::::::::::::::::::::::::::::::::::::::#:::::::::::::::::::::::::

  3(u)        [------*-------------]                                           

Real   ::#:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  4(u)        [------*--------------------]                                    

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  5(u) *]                                                                      

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  6(u) [-*--]                                                                  

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  7(u) []                                                                      

Real   :#::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  8(u)     [----*----]                                                         

Real   ::#:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  9(u) *----------------------------------]                                    

Real   :::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::#

 10(u)                      [----------------------------*-------------]       

Real   ::::::::::::::::::::::::::::::::::::::::::::::::::#:::::::::::::::::::::

Expert no. :    5     Expert name:  e5        

Items

  1(u) []                                                                      

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  2(u) |                                                                       

Real   ::::::::::::::::::::::::::::::::::::::::::::::#:::::::::::::::::::::::::

  3(u) |                                                                       

Real   ::#:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  4(u) |                                                                       

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  5(u) |                                                                       

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  6(u) |                                                                       

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  7(u) [*-]                                                                    

Real   :#::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  8(u)  [*]                                                                    

Real   ::#:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  9(u) |                                                                       

Real   :::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::#

 10(u)                  [-----------------*-----------------]                  

Real   ::::::::::::::::::::::::::::::::::::::::::::::::::#:::::::::::::::::::::

Expert no. :    6     Expert name:  e6        

Items

  1(u) [*]                                                                     

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  2(u)                                    [----------------------------*---]   

Real   ::::::::::::::::::::::::::::::::::::::::::::::#:::::::::::::::::::::::::

  3(u)                                            [---------*---]              

Real   ::#:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  4(u)                                 [------------------------*------]       

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  5(u) |                                                                       

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  6(u) |                                                                       

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  7(u) |                                                                       

Real   :#::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  8(u) [-*-]                                                                   

Real   ::#:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  9(u)  [---------------*----------------]                                     

Real   :::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::#

 10(u)                             [------*-------]                            

Real   ::::::::::::::::::::::::::::::::::::::::::::::::::#:::::::::::::::::::::

Expert no. :    7     Expert name:  e7        

Items

  1(u) [*]                                                                     

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  2(u)                                            [-------------*-------------]

Real   ::::::::::::::::::::::::::::::::::::::::::::::#:::::::::::::::::::::::::

  3(u)                      [-------------*---------------------]              

Real   ::#:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  4(u)               [-------------*--------------]                            

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  5(u) |                                                                       

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  6(u) |                                                                       

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  7(u)    [-*-]                                                                

Real   :#::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  8(u) |                                                                       

Real   ::#:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  9(u)                  [-------*--]                                           

Real   :::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::#

 10(u)                                    [--------------*------]              

Real   ::::::::::::::::::::::::::::::::::::::::::::::::::#:::::::::::::::::::::

Expert no. :    8     Expert name:  e8        

Items

  1(u) []                                                                      

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  2(u)    [---*---------]                                                      

Real   ::::::::::::::::::::::::::::::::::::::::::::::#:::::::::::::::::::::::::

  3(u)               [-------------*------]                                    

Real   ::#:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  4(u)               [-------------*------]                                    

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  5(u) [--*---]                                                                

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  6(u)      [-----------------------------*-----------------------------------]

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  7(u)               [-------------*------------------------------------------]

Real   :#::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  8(u) |                                                                       

Real   ::#:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  9(u)    [---*--]                                                             

Real   :::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::#

 10(u)        [---------*-----------------]                                    

Real   ::::::::::::::::::::::::::::::::::::::::::::::::::#:::::::::::::::::::::

Expert no. :    9     Expert name:  e9        

Items

  1(u)  [--*]                                                                  

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  2(u)               [-----------------*-------------]                         

Real   ::::::::::::::::::::::::::::::::::::::::::::::#:::::::::::::::::::::::::

  3(u) [------*---------]                                                      

Real   ::#:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  4(u)                      [-------------*--------------]                     

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  5(u) |                                                                       

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  6(u) |                                                                       

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  7(u) *]                                                                      

Real   :#::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  8(u) [*]                                                                     

Real   ::#:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  9(u)    [---*--]                                                             

Real   :::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::#

 10(u)                                                          [------*------]

Real   ::::::::::::::::::::::::::::::::::::::::::::::::::#:::::::::::::::::::::

Expert no. :   10     Expert name:  e10        

Items

  1(u) []                                                                      

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  2(u)                  [-----------------*----------------------------]       

Real   ::::::::::::::::::::::::::::::::::::::::::::::#:::::::::::::::::::::::::

  3(u)                                    [-----------------*--------------]   

Real   ::#:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  4(u)                                    [--*]                                

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  5(u)        [---------------------------*-----------------------------------]

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  6(u) |                                                                       

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  7(u)               [------*-------------]                                    

Real   :#::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  8(u) |                                                                       

Real   ::#:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  9(u) |                                                                       

Real   :::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::#

 10(u)                                                                 [---*-] 

Real   ::::::::::::::::::::::::::::::::::::::::::::::::::#:::::::::::::::::::::

Expert no. :   11     Expert name:  e11        

Items

  1(u)   [--*-----]                                                            

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  2(u)               [--------------------*---------------------]              

Real   ::::::::::::::::::::::::::::::::::::::::::::::#:::::::::::::::::::::::::

  3(u) [-------------*-------------]                                           

Real   ::#:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  4(u) [------*-------------]                                                  

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  5(u) |                                                                       

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  6(u) |                                                                       

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  7(u) [--*---]                                                                

Real   :#::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  8(u) *-]                                                                     

Real   ::#:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  9(u)                  [-----------------*-----------------------------------]

Real   :::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::#

 10(u)                  [-----------------------------------*-----------------]

Real   ::::::::::::::::::::::::::::::::::::::::::::::::::#:::::::::::::::::::::

Expert no. :   12     Expert name:  e12        

Items

  1(u) [-*--]                                                                  

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  2(u)    [------------------------*-----------------------------------]       

Real   ::::::::::::::::::::::::::::::::::::::::::::::#:::::::::::::::::::::::::

  3(u)                      [-------------*-----------------]                  

Real   ::#:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  4(u)                  [----------*-----------------]                         

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  5(u) |                                                                       

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  6(u) |                                                                       

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  7(u) [--*---]                                                                

Real   :#::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  8(u) [--*-]                                                                  
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  5(u) |                                                                       

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  6(u) |                                                                       

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  7(u) [--*--]                                                                 

Real   :#::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  8(u) [-*-]                                                                   

Real   ::#:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  9(u)      [------*-------------------]                                       

Real   :::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::#

 10(u)                             [--------------*--------------------]       

Real   ::::::::::::::::::::::::::::::::::::::::::::::::::#:::::::::::::::::::::

Expert no. :   34     Expert name:  s21        

Items

  1(u)   [--*-----]                                                            

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  2(u)    [-------------------------------*--------------------------------]   

Real   ::::::::::::::::::::::::::::::::::::::::::::::#:::::::::::::::::::::::::

  3(u)                                 [--*---------------------]              

Real   ::#:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  4(u)   [*---]                                                                

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  5(u) |                                                                       

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  6(u) |                                                                       

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  7(u)    [---*--]                                                             

Real   :#::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  8(u)   [*]                                                                   

Real   ::#:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  9(u)                      [---*------]                                       

Real   :::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::#

 10(u)    [*------------------------------------------------]                  

Real   ::::::::::::::::::::::::::::::::::::::::::::::::::#:::::::::::::::::::::

Expert no. :   35     Expert name:  s22        

Items

  1(u)        [---------------------------*-----------------------------------]

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  2(u)               [--------------------*--------------]                     

Real   ::::::::::::::::::::::::::::::::::::::::::::::#:::::::::::::::::::::::::

  3(u)               [--------------------*--------------]                     

Real   ::#:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  4(u)                  [-----------------*----------]                         

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  5(u) |                                                                       

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  6(u) |                                                                       

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  7(u) [*]                                                                     

Real   :#::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  8(u) *]                                                                      

Real   ::#:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  9(u)        [--------*--------]                                              

Real   :::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::#

 10(u)                             [--------------*--------------------]       

Real   ::::::::::::::::::::::::::::::::::::::::::::::::::#:::::::::::::::::::::

Expert no. :   36     Expert name:  s23        

Items

  1(u) [*]                                                                     

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  2(u)           [--------------*--------------------]                         

Real   ::::::::::::::::::::::::::::::::::::::::::::::#:::::::::::::::::::::::::

  3(u)           [--------------*--------------------]                         

Real   ::#:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  4(u)                                               [------*----------]       

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  5(u) |                                                                       

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  6(u) |                                                                       

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  7(u) *]                                                                      

Real   :#::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  8(u) |                                                                       

Real   ::#:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  9(u)    [----*--------]                                                      

Real   :::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::#

 10(u)        [---------*-----------------]                                    

Real   ::::::::::::::::::::::::::::::::::::::::::::::::::#:::::::::::::::::::::

Expert no. :   37     Expert name:  s24        

Items

  1(u) [-*-]                                                                   

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  2(u) [----------------------------------*-----------------------------------]

Real   ::::::::::::::::::::::::::::::::::::::::::::::#:::::::::::::::::::::::::

  3(u) [----------------------------------*-----------------------------------]

Real   ::#:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  4(u) [----------------------------------*-----------------------------------]

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  5(u) |                                                                       

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  6(u) *]                                                                      

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  7(u) [*-]                                                                    

Real   :#::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  8(u)  [--*]                                                                  

Real   ::#:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  9(u)                             [------------------------*-----------------]

Real   :::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::#

 10(u) [----------------------------------*-----------------------------------]

Real   ::::::::::::::::::::::::::::::::::::::::::::::::::#:::::::::::::::::::::

Expert no. :   38     Expert name:  s25        

Items

  1(u)      [----------------]                                                 

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  2(u)                                    [--------------------*--------------]

Real   ::::::::::::::::::::::::::::::::::::::::::::::#:::::::::::::::::::::::::

  3(u)                                                      [----------*------]

Real   ::#:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  4(u)                                                      [--------------*--]

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  5(u) |                                                                       

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  6(u) |                                                                       

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  7(u) [*-]                                                                    

Real   :#::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  8(u) *-]                                                                     

Real   ::#:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  9(u)    [-----------------*------------]                                     

Real   :::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::#

 10(u)                      [------*---------------------]                     

Real   ::::::::::::::::::::::::::::::::::::::::::::::::::#:::::::::::::::::::::

Expert no. :  DM      Expert name:  DMI        

Items

  1(u) [=*========]                                                            

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  2(u)  [=========================*==================================]         

Real   ::::::::::::::::::::::::::::::::::::::::::::::#:::::::::::::::::::::::::

  3(u) [======================*===============================]                

Real   ::#:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  4(u) [==================*===============================]                    

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  5(u) *=====]                                                                 

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  6(u) *]                                                                      

Real   #:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  7(u) [=*==========]                                                          

Real   :#::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  8(u) [=*==]                                                                  

Real   ::#:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

  9(u)  [===================*==============================================]   

Real   :::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::#

 10(u)      [============================*===================================] 

Real   ::::::::::::::::::::::::::::::::::::::::::::::::::#:::::::::::::::::::::

· Range Graphs Item wise

The graphs below illustrate the degree of homogeneity within the experts and students group. The graphs show the assessments per item of each expert and the realization of the question. The graphs can be interpreted as follows: For each expert and decision maker, the upper and lower quantile are given as “[---]”, the median is given by  “ * ” and the realization of the question is given by “#”. The decision maker was computed with item weights (DMI).       

Range graph of input data

Item no.:   1 Item name: QI1 Scale: uni

Experts

  1 []                                                                         

  2 [-*]                                                                       

  3  []                                                                        

  4 [*---]                                                                     

  5 []                                                                         

  6 [*]                                                                        

  7 [*]                                                                        

  8 []                                                                         

  9  [--*]                                                                     

 10 []                                                                         

 11   [--*-----]                                                               

 12 [-*--]                                                                     

 13 [-*--]                                                                     

 14 *]                                                                         

 15 *]                                                                         

 16 []                                                                         

 17 [*---------]                                                               

 18  [*--]                                                                     

 19 []                                                                         

 20 [*]                                                                        

 21  [---*--]                                                                  

 22 [*---]                                                                     

 23  [*-]                                                                      

 24 *]                                                                         

 25 |                                                                          

 26            [-----------*------------------------]                          

 27      [-----*-----------------------------------]                           

 28 [*]                                                                        

 29   *]                                                                       

 30 [*]                                                                        

 31  *]                                                                        

 32 [*]                                                                        

 33 *]                                                                         

 34   [--*-----]                                                               

 35        [-----------------------------*------------------------------------]

 36 [*]                                                                        

 37 [-*-]                                                                      

 38      [-----------------]                                                   

DMI [=*========]                                                               

DME [*====================================]                                    

DMG [=*========]                                                               

Real#::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

     130

    0,0001                                                            1,28E004

Item no.:   2 Item name: QI2 Scale: uni

Experts

  1        [-----------------------------*-----------------------------]       

  2    [---*--------------]                                                    

  3                                      [------------------*----------]       

  4                   [------------------*------------------]                  

  5 |                                                                          

  6                                      [-----------------------------*---]   

  7                                             [--------------*--------------]

  8    [---*----------]                                                        

  9               [------------------*--------------]                          

 10                   [------------------*-----------------------------]       

 11               [----------------------*---------------------]               

 12    [-------------------------*-------------------------------------]       

 13                                      [------------------*-----------------]

 14 [------*---]                                                               

 15 [------------------------------------*------------------]                  

 16        [------*-------]                                                    

 17 [-----------------*------------------]                                     

 18                                             [--------------*-------]       

 19        [---------------------*-------]                                     

 20        [-----------------------------*------------------------------------]

 21    [----------*-------]                                                    

 22                       [-----------------------------*------]               

 23    [-------*----------]                                                    

 24                       [------*--------------]                              

 25            [------*-------]                                                

 26  [-----*------]                                                            

 27 [-*----]                                                                   

 28        [------*-------]                                                    

 29  [-*---]                                                                   

 30                   [---*---------------------------------]                  

 31        [-----------------------------*---------------------------------]   

 32            [----------*---------------------]                              

 33    [---------------------------------*------------------------------------]

 34    [---------------------------------*---------------------------------]   

 35               [----------------------*--------------]                      

 36            [--------------*---------------------]                          

 37 [------------------------------------*------------------------------------]

 38                                      [---------------------*--------------]

DMI  [==========================*====================================]         

DME [=========================*==========================================]     

DMG   [=================================*====================================] 

Real::::::::::::::::::::::::::::::::::::::::::::::::#::::::::::::::::::::::::::

                                                   0,65

    1E-005                                                                   1

Item no.:   3 Item name: QI3 Scale: uni

Experts

  1 *------]                                                                   

  2                       [------*--------------]                              

  3 [-*----]                                                                   

  4        [------*--------------]                                             

  5 |                                                                          

  6                                             [-----------*--]               

  7                       [--------------*---------------------]               

  8               [--------------*-------]                                     

  9 [------*----------]                                                        

 10                                      [------------------*--------------]   

 11 [-------------*--------------]                                             

 12                       [--------------*------------------]                  

 13    [----------*-------]                                                    

 14        [-----------------------------*-----------------------------]       

 15               [-----------------------------*--------------]               

 16               [---*---]                                                    

 17 [------------------------------------*-----------------------------]       

 18                   [----------*--------------]                              

 19        [---------------------*-------]                                     

 20        [-----------------------------*---------------------]               

 21    [-------*-----------------]                                             

 22        [---*------]                                                        

 23                                                     [------*-------]       

 24                       [------*--------------]                              

 25                                                     [------*-------]       

 26               [-------*------]                                             

 27                        [-------------*----------------------------------]  

 28    [-*-]                                                                   

 29        [------*--------------]                                             

 30                   [------------------*------------------]                  

 31        [----------*------------------]                                     

 32                              [----------------------*--------------]       

 33                              [-------*---------------------------------]   

 34                                  [---*---------------------]               

 35               [----------------------*--------------]                      

 36            [--------------*---------------------]                          

 37 [------------------------------------*------------------------------------]

 38                                                         [----------*------]

DMI [=======================*================================]                 

DME [===========================*======================================]       

DMG  [==========================*========================================]     

Real::#::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

     0,04

    1E-005                                                                   1

Item no.:   4 Item name: QI4 Scale: uni

Experts

  1 [--*---]                                                                   

  2                              [-------*------------------]                  

  3 [--*----------]                                                            

  4        [------*----------------------]                                     

  5 |                                                                          

  6                                  [-------------------------*-------]       

  7               [--------------*--------------]                              

  8               [--------------*-------]                                     

  9                       [--------------*--------------]                      

 10                                      [--*]                                 

 11 [------*--------------]                                                    

 12                   [----------*------------------]                          

 13    [-------*------]                                                        

 14                                             [--------------*-------]       

 15        [---------------------*--------------]                              

 16                       [------*-------]                                     

 17 [------------------------------------*------------------------------------]

 18    [----------*--------------]                                             

 19               [-------*--------------]                                     

 20        [--------------*--------------]                                     

 21    [----------*-----------]                                                

 22  [-----*------]                                                            

 23            [--*---]                                                        

 24        [------*----------------------]                                     

 25    [-------*------]                                                        

 26 [--*---]                                                                   

 27                   [--------------*------------------------------------]    

 28                                      [---------------------*-------]       

 29  [-*---]                                                                   

 30                   [------------------*------------------]                  

 31 [-----------------*------------------]                                     

 32                                             [-----------*--]               

 33                              [--------------*--------------]               

 34   [*---]                                                                   

 35                   [------------------*----------]                          

 36                                                 [-------*----------]       

 37 [------------------------------------*------------------------------------]

 38                                                         [--------------*--]

DMI [===================*================================]                     

DME [========================*========================================]        

DMG [=====================*=============================================]      

Real#::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

     0,01

    1E-005                                                                   1

Item no.:   5 Item name: QI5 Scale: uni

Experts

  1 |                                                                          

  2 |                                                                          

  3 |                                                                          

  4 *]                                                                         

  5 |                                                                          

  6 |                                                                          

  7 |                                                                          

  8 [--*---]                                                                   

  9 |                                                                          

 10        [-----------------------------*------------------------------------]

 11 |                                                                          

 12 |                                                                          

 13 |                                                                          

 14 |                                                                          

 15 |                                                                          

 16 |                                                                          

 17 |                                                                          

 18 |                                                                          

 19 |                                                                          

 20 [--*---]                                                                   

 21 |                                                                          

 22 |                                                                          

 23 |                                                                          

 24 |                                                                          

 25 |                                                                          

 26 |                                                                          

 27 |                                                                          

 28 |                                                                          

 29 |                                                                          

 30 |                                                                          

 31 |                                                                          

 32 |                                                                          

 33 |                                                                          

 34 |                                                                          

 35 |                                                                          

 36 |                                                                          

 37 |                                                                          

 38 |                                                                          

DMI *=====]                                                                    

DME *==========================]                                               

DMG *=====]                                                                    

Real#::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

     72

    1E-005                                                           9,216E004

Item no.:   6 Item name: QI6 Scale: uni

Experts

  1 |                                                                          

  2 |                                                                          

  3 |                                                                          

  4 [--*--]                                                                    

  5 |                                                                          

  6 |                                                                          

  7 |                                                                          

  8       [------------------------------*------------------------------------]

  9 |                                                                          

 10 |                                                                          

 11 |                                                                          

 12 |                                                                          

 13 |                                                                          

 14 |                                                                          

 15 [*---]                                                                     

 16 |                                                                          

 17 |                                                                          

 18 [*---]                                                                     

 19 |                                                                          

 20 |                                                                          

 21 |                                                                          

 22   [------*---------------------------------]                               

 23 |                                                                          

 24 |                                                                          

 25 |                                                                          

 26 |                                                                          

 27 |                                                                          

 28 |                                                                          

 29 |                                                                          

 30 |                                                                          

 31 |                                                                          

 32 |                                                                          

 33 |                                                                          

 34 |                                                                          

 35 |                                                                          

 36 |                                                                          

 37 *]                                                                         

 38 |                                                                          

DMI *]                                                                         

DME *==============================]                                           

DMG *]                                                                         

Real#::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

     22

    0,00027                                                               9216

Item no.:   7 Item name: QI7 Scale: uni

Experts

  1  [-----*------]                                                            

  2                              [-------*--------------]                      

  3  [-----*---]                                                               

  4 []                                                                         

  5 [*-]                                                                       

  6 |                                                                          

  7    [-*-]                                                                   

  8               [--------------*--------------------------------------------]

  9 *]                                                                         

 10               [-------*--------------]                                     

 11 [--*---]                                                                   

 12 [--*---]                                                                   

 13  [-*----------]                                                            

 14 [-*---]                                                                    

 15 [*-]                                                                       

 16  []                                                                        

 17 [--*----------]                                                            

 18    [-*]                                                                    

 19  [*-]                                                                      

 20 [*-----]                                                                   

 21               [-*-]                                                        

 22 [*--]                                                                      

 23 []                                                                         

 24    [-*]                                                                    

 25      [-*-]                                                                 

 26    [---*------]                                                            

 27 *]                                                                         

 28 [*]                                                                        

 29 *]                                                                         

 30        [------*--------------]                                             

 31  *-]                                                                       

 32           [*-]                                                             

 33 [--*--]                                                                    

 34    [---*---]                                                               

 35 [*]                                                                        

 36 *]                                                                         

 37 [*-]                                                                       

 38 [*-]                                                                       

DMI [=*==========]                                                             

DME [==*===================================]                                   

DMG [=*====]                                                                   

Real:#:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

     0,2

    1E-005                                                                  10

Item no.:   8 Item name: QI8 Scale: uni

Experts

  1 *]                                                                         

  2                                        [---------*------------------------]

  3 []                                                                         

  4     [----*----]                                                            

  5  [*]                                                                       

  6 [-*-]                                                                      

  7 |                                                                          

  8 |                                                                          

  9 [*]                                                                        

 10 |                                                                          

 11 *-]                                                                        

 12 [--*-]                                                                     

 13 *]                                                                         

 14   [*]                                                                      

 15 |                                                                          

 16   [*]                                                                      

 17 [-*-]                                                                      

 18  [*]                                                                       

 19 [*-]                                                                       

 20 [-*-]                                                                      

 21          [----*----]                                                       

 22 *]                                                                         

 23 [*]                                                                        

 24   []                                                                       

 25    [*-]                                                                    

 26  [*-]                                                                      

 27 [-*]                                                                       

 28   []                                                                       

 29   [*]                                                                      

 30   *]                                                                       

 31   [*]                                                                      

 32  [*]                                                                       

 33 [-*-]                                                                      

 34   [*]                                                                      

 35 *]                                                                         

 36 |                                                                          

 37  [--*]                                                                     

 38 *-]                                                                        

DMI [=*==]                                                                     

DME [=*=====================================]                                  

DMG [=*==]                                                                     

Real::#::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

      0,5

    1E-005                                                                  15

Item no.:   9 Item name: QI9 Scale: uni

Experts

  1 *--]                                                                       

  2 |                                                                          

  3 [--*-----]                                                                 

  4 *------------------------------------]                                     

  5 |                                                                          

  6  [----------------*----------------]                                       

  7                   [-------*--]                                             

  8    [---*---]                                                               

  9    [---*---]                                                               

 10 |                                                                          

 11                   [------------------*------------------------------------]

 12 [------------------------------------*------------------------------------]

 13  [-*--------------]                                                        

 14  [---------------------------*---]                                         

 15  [----------------*----------------]                                       

 16                   [---------*------]                                       

 17 [-----------------*------------------]                                     

 18            [----------*----------]                                         

 19    [-------*----------]                                                    

 20  [------------*------------------]                                         

 21                                      [------------------*-----------------]

 22        [------*-------]                                                    

 23        [------*-------]                                                    

 24    [----------*-----------]                                                

 25                             [--------*--------]                            

 26                   [---------*--------]                                     

 27    [-----*--------]                                                        

 28               [-------*------]                                             

 29 [--*---]                                                                   

 30                   [---------*--------]                                     

 31 [-----------------*---------]                                              

 32   [--------------------------*---]                                         

 33      [-------*-------------------]                                         

 34                       [---*------]                                         

 35        [--------*---------]                                                

 36    [-----*--------]                                                        

 37                              [--------------------------*-----------------]

 38    [------------------*------------]                                       

DMI  [====================*================================================]   

DME [===============*===========================================]              

DMG   [==================================*===================================]

Real::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::#

                                                                             2

    1E-005                                                                   2

Item no.:  10 Item name: QI10 Scale: uni

Experts

  1 [------*----------]                                                        

  2                                             [-----------*--]               

  3                                      [------*-----------]                  

  4                       [-----------------------------*--------------]       

  5                   [------------------*------------------]                  

  6                              [-------*------]                              

  7                                      [--------------*------]               

  8        [----------*------------------]                                     

  9                                                            [-------*------]

 10                                                                    [---*-] 

 11                   [-------------------------------------*-----------------]

 12    [-------------------------*--------------]                              

 13                                      [------------------*--------------]   

 14                              [-------*------]                              

 15                       [--------------*--------------]                      

 16                                             [--------------*-------]       

 17        [----------*-------------------------------------------------------]

 18               [-------*---------------------]                              

 19 [-------------*-------]                                                    

 20        [--------------*------------------------------------]               

 21                                                                [---*---]   

 22    [---*------]                                                            

 23                              [--------------*--------------]               

 24               [--------------*-------]                                     

 25               [---*---]                                                    

 26                   [----------------------------------------*---]           

 27 [--*----------]                                                            

 28        [---*--]                                                            

 29                              [--------------*--------------]               

 30                   [-------*----------]                                     

 31                   [------------------*---------------------------------]   

 32               [-------*--------------]                                     

 33                              [--------------*----------------------]       

 34    [*---------------------------------------------------]                  

 35                              [--------------*----------------------]       

 36        [----------*------------------]                                     

 37 [------------------------------------*------------------------------------]

 38                       [------*----------------------]                      

DMI      [=============================*=====================================] 

DME    [===============================*===================================]   

DMG    [================================*====================================] 

Real::::::::::::::::::::::::::::::::::::::::::::::::::::#::::::::::::::::::::::

                                                        0,7

    0,0001                                                                   1

� The term failure in our specific case refers to “attack”.


� The term failure in our case refers to Successful attack
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