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Manual Android Intune Mobile Device Management

This manual describes the steps to correctly configure a TU Delft issued business Android device for employees
and link it to the user's NetID.

Note: Between the steps screens will appear specific to the vendor (Samsung or Fairphone). Because these can
differ per device, these screenshots are not included in this manual.

Data from 'old' device

Unfortunately, it is not possible to automatically transfer a backup copy from the 'old' device back to the new device,
for example using Samsung Smart Switch. However, (loose) data from Google services can be transferred
manually such as contacts, WhatsApp data etc. So, apps (private or business) that were on the 'old' device need to
be restored 'manually’ (and not automatically). Make a backup of data you want to manually restore later using
Google Services before configuring and pairing Intune.

See next page for further steps



Configuring and pairing Intune

Step 1. Turn on the device and follow
the steps to set language, region and
privacy.

Tap ‘Start’ and choose ‘English’.

English {Canada)
English (Irelarsd)
Welcome!
English {Mow Zealand)

English {Philippines)

English {Sowth Africa)

English {Unied Kingdom)

English {United States) w
Espaital (Epedia)

Esparial (Estados Unidos)

Euskara

Filiping

Frangats (Belgague)

Your phone is getting ready checking if the
phone is managed by TU Delft
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Getting your phone ready... Checking info...

Thes may Lake & lew mingies

-

Step 2. Choose a Wi-Fi network and tap ‘Next'.

If you have a data subscription, you can choose

to skip this step.

0]
A few legal items to review
Your data will b wied sccoeding 10 oul Privicy
Policy

o End User License Agresment
Detads

@ sending of Disgnostic Data
Detaty

@ | have read and agree 1o all of the sbove

Choose a Wi-Fi network

Add network

Turn off Wi-F

If you tap on 'IT admin', this info will

appear.

This device belongs to your
organization

Tor Bearn maee, conlact your IT admin

This device is managed.

TU Dedft has configuned this dewnce to be
Tully managed. |f you Delieve this iz an
eror, please contact them through the
Tollowing means:

1. #31152789800

(& noreply@udeiinl

Message from TU Delll

[ you have any questions? Flease
COMAET your Serdce Desk in your
buiiding or create @ call in Topdesk
Device Information

Please use the Iollowing inlof maton in

your comespondence with TU Delfi:
BAEL 357456420082155

Manufactser samiung
Model. SM-A57R0




Configuring and pairing Intune

Step 3. Tap 'Next'

This device belongs to your
organization

To kearn more, contact your IT sdmin

Getling ready for work
setup...

Step 5. The next step is to log in. The Chrome
browser will therefore start automatically.

Uncheck the box next to ‘Help make Chrome
better by sending usage statistics and crash

reports to Google’.

Then tap 'Accept & continue'.

Welcome to Chrome

By using Choma, you B0F ee 10 th Goog)
I Servicr, and the Google Chrome and

05 Addtonal Terms of Servce

Help make Cheome better by sending
]  usage statistics and crash raports o
Goagle.

Step 4. Tap 'Agree’
/T

Set up a work
profile

Your work profile will be managed

@ manitored by your Ofganization

* Samsung Knox Privecy

Creating

vork profile...

Woirk app icons are marked with

Step 6. Tap ‘Sign in” and sign in with your TU

Delft account.

Enter your NetID completed with "@TUDelft.nl"

and tap "Next".

Please note: do not use your e-mail address

but NetID@tudelft.nl.

Enter your NetID password and tap ‘Sign in’.
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Configuring and pairing Intune

Your profile is set up.

You can setup a password.

& = 4 TERE
£ Screen lock type
a
i L]
Your work checklist
L]
]
Set a screen lock PIN
Setup @
Password
L:]
Face
Fingerprints
< <
Step 8. Tap ‘Install’ and ‘Next’.’
[ s [ -

Your work checklist

& Set ascreen kock

E-
Install work apes

Insiall »

@

Requi

(]

B

Installing work apps...

e appa (2}

©

Microso Authenticalon

Microsedt intune

Additional aops ()

"

Intune Company Poral

Microsel Edge: Web Browser

Step 7. Set a screen lock. Tap ‘Set up’

The requirements set by TU Delft are:

e Minimum length is 6.

e PIN must be numeric.

¢ PIN must be complex (make sure the PIN does
not contain consecutive or repeated numbers,
such as 123456 or 111111).

e You can (continue to) use facial recognition and/or
fingerprint identification.

Remember this PIN. Enter the PIN again to confirm
it. Tap ‘OK’.

Next a number of required apps are installed
automatically.

Step 9. Register your device.

Tap on ‘set up’ and ‘SIGN IN’

Your work checklist

B Setascreenlock @
B+ Install work apps (=]
[ 8]

Register your device
4] il detaila 1




Configuring and pairing Intune

Step 10. Sign in again with
NetID@tudelft.nl.

TU Delft Federation Service

Sgain

Intunefhion_Anciosd_MOAAEudett ni

T

Plra o b i the wyitien ‘wos Rt vkl ol
snd pour passwerd (2 not use yoor ¢ mad sddres

Step 11. After registering the device, you get
the opportunity to add a personal account
(Gmail).

Tap ‘skip’ to do this at a later time.

fucem

Delft University of
Technology

Set up Delft University of
Technology access

Gel selup 10 Connect 10 resources

D Register youd device o

Tap ‘Register’.

Tap 'Next'

Futsin

imtunepile]_ardrosd_mdm@itudelimet
Help us keep your device
secure

Fhegister your device 1o continge, More detalls

Please login using the syntax <your
NetiD@tudedfi.ni> and your password
[ it use your e-mall sddress

Step 12. Next configure the Google services

as you wish.

Please note: Turn off ‘Send usage and
diagnostic data’ and tap 'Accept'

G

Google Services
Tap to learn more about each service,
such as how 1o urm it on or off later. Data

will be used according to Google's Privacy
Policy.

Location

Q@ Uselocation v

Device maintenance

Q

Send usage and
diagnostic data
el improve you

By tapping “Accepd” you sgree 1o the
Google Terms of Service. You also
canfirm your salection of these Google
sifvices semngs. Note: The Google
Privaty Policy dessiibes how dats is
handled when using Google servces.

Device-specific screens may appear. In the background (not visible), Company Portal is installed.
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Install Business apps

You can download and install business apps from the Google Play Store marked by the blue badge.

Qo

Play Sto.. Play Sto...

X
®
| ®
2

Swipe up to see the personal - and business apps. mAE e s e e

L T L. "t 9 *
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Deactivate Usage data

We strongly recommend deactivating ‘Usage
data’. You have to deactivate this setting
yourself. Unfortunately, TU Delft cannot
deactivate this setting for you.

Step 2. Select 'Settings' and uncheck 'Usage
data'.

Step 1. On your smartphone or tablet, swipe up
to see all business apps. Open Intune

Q. Search apps E-
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Qe e I
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Note that Microsoft also sends usage data via the app's error detection log. This is disabled
by default, but you can choose to send this error detection log to Microsoft in the event of an
error. However, we recommend: Do not use the Diagnostic logs.

Ergo, don’t tap ‘Save logs’.



Deactivate Usage data

Please note that this setting must also be Switch the Usage Data toggle to the off position
deactivated at https://

portal.manage.microsoft.com/ under

‘Account’.

Go to your ‘Account’.

o e Wb Compasy % | o

?'.' rosoft inturs Welr Compal x +
« =< & ¢ & portalmanagemicrosoft.com

« C O & portalmanage microsolt.comyprod

{7t Home

I= apps

B Devices

B Helpdesk

Wk e

F—

[= sign out

Ao Micrasot b0 collect peronmance and ussgs dat 10 improve Microsolt products and services. Leam maore sbout the dsts Mioosolt colledts

Automasically send uiage dat

If you do not deactivate this setting, you allow Microsoft to collect the performance and usage data of your device.

It is not possible (retrospectively) to delete, modify or rectify user data. Go to privacy.tudelft.nl for more info on privacy
and information security.

Start Outlook

Atfter starting Outlook your mailbox will be
a

configured automatically.

Tap ‘Add Account’ to configure your
account in Outlook.

Add Account

Enter your work or personal email

@tudelft.nl

Your device is set. See the intranet for Frequently Asked Questions
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