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Installing OpenVPN for externals

or Workstation services (WPS).

\

é The following instructions are supported by TU Delft and have been tested to be working. We are offering this manualw
to you as an extra service. In the event you have a different configuration or version of Windows to the one described
here and you have problems connecting, we advise you to contact your nearest Service Desk, Student IT Desk (SID)

OpenVPN for Externals is an environment that is specifically setup for external TUD persons as a method for using a
public network, such as the Internet, to access systems that are usually protected by a firewall both from inside the TU
Delft and from outside it. You can apply for access to this environment via the Service Desk in your building. Below
you can read the instructions how to connect through OpenVPN.
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Step 1. Download the Windows installer from:
http://openvpn.net/index.php/open-source/downloads.html

openvpn-install-2.3-1001-i686. exe

Inztaller (32-bit), Windows XP ‘

Installer (B4-bit), Windows XP openvpn-install-2.3 8-1001-x86 64.exe

Step 2. Launch the installer.. (and accept the license
agreement)

 OpenVPN 2.3.8-1001 Setu e

, |

Welcome to the OpenVPN
2.3.8-1001 Setup Wizard

This wizard will guide you through the installation of
OpenVPN , an Open Source VPN package by James Yonan,

MNote that the Windows version of OpenVPM will only run on
Windows XP, or higher,

Step 3. Leave the components checked as default.

MPEN

License Agreement
Flease review the license terms before installing OpenVPN
2.3.8-1001.

Press Page Down to see the rest of the agreement.

“ipenVPN (TM) -- An Open Source VPN daeman -
Copyright {C) 2002-2010 OpenVPN Technologies, Inc. <sales@openvpn.net=

This distribution contains multiple components, some

of which fall under different licenses. By using OpenVPN
or any of the bundled components enumerated below, you
agree to be bound by the conditions of the license for
each respective component,

OpenVPN trademark -

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install OpenVPN 2.3.8-1001.

< Back ][ I Agree ] [ Cancel

 OpenVPN 2.3.8-1001 Setu

:--:-g

Choose Component:
Choose which features of OpenVPM 2.3.8-1001 you want to
install.

\@PEN

Select the components to installjupgrade. Stop any OpenVPN processes or the OpenVPMN
service if it is running. All DLLs are installed locally.

Select components to install: ‘...[¥] OpenVPN File Associations
[ openssL Utiities
|:| OpenVPM RSA Certificate Management Scripts
[+] Add OpenveN to PATH
Add Shortcuts to Start Menu

Dependencies (Advanced)

Description
Space required: 4. IMB

< Back ][ Mext = ] [ Cancel

,
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Choose Component:
Choose which features of OpenVPM 2,3.8-1001 you want to
install.

MPEN

Select the components to installfupgrade. Stop any OpenVPN processes or the OpenVPN
service if it is running. All DLLs are instaled locally.

Select components to install:

OpenVPN Service

TAP Virtual Ethernet Adapter

OpenVPN GUI

OpenVPM File Associations

i--[[] OpenssL Utilities il
= .

[Lom | »

Description

Space required: 4. 1MB

< Back ][ MNext > ] [ Cancel




Step 4. Accept the default install location

~ OpenVPN 2.3.8-1001 Setu il e

Step 5. Allow it also to install the TAP driver

I Choosze Install Location

| 0 PE N Choose the folder in which to install OpenVPN 2,3.8-1001.

Setup will install OpenVPN 2.3.8-1001in the following folder. To install in a different folder,
dick Browse and select another folder. Click Install to start the installation.

Destination Folder

Browse...

Space reguired: 4. IMB
Space available: 38.3GB

Mullsoft Install System w2, 46-101

J [ Cancel

[ < Back ][ Install

Step 6. after installation is complete you should see...

Installation Complete
(MPEN

Setup was completed successfully,

Completed

Qutput folder: C:\Program Files\OpenvPM\bin -
Extract: liblzo2-2.dl... 100%:

Qutput folder: C:\Program Files\OpenvPM\bin

Extract: libpkes11-helper-1.dll... 100%

Qutput folder: C:'\Program Files\OpenvPM

Extract: icon.ico... 100%

Qutput folder: C:'\Program Files\OpenvPN\doc

Extract: license. txt... 100%

Created uninstaller: C:\Program Files\OpenVPN\Uninstall.exe
Completed

4 |

Mullsoft Install Swstem v2.46-101

< Back Cancel

Would you like to install this device software?

~ MName: TAP-Windows Provider V9 Network adapters
_&' Publisher: OpenVPN Technolegies, Inc.

[7] Always trust software from "OpenVPN Install ][ Don't Install ]

Technolegies, Inc.".

@' You should only install driver software from publishers you trust. How can [ decide which
device software is safe to install?

.
~ OpenVPN 2.3.8-1001 Setu (S o

Completing the OpenVPN 2.3.8-1001
Setup Wizard

OpenVyPM 2,3.8-1001 has been installed on your computer,

Click Finish to dose this wizard.

[ Start ©penVPN GUI

Show Readme

< Back Cancel

Step 7. Download the OpenVPN security certificate with client configuration from
the location you received in the mail, together with your login credentials. http://

bastion-externen.tudelft.nl

Download the certificate to: C:\Program Files\OpenVPN\config\ovpn-clnt-xxx.ovpn

(as administrator and make sure the extension is .ovpn).

(=)

Windows Security

The server bastion-externen.tudelft.nl is asking for your user name and
password, The server reports that it is from Use your METid.

2

| ovpntud |

[ eeesened] |

[7] Remember my credentials

') OpenVPN client certificates ® \_+

€ | @ hitps//bastion-externen tudelftnl @ || search Ww B fr 4 ©

OpenVPN client certificates

File name = Size * Last updated «
~ Manual
@ ovpn-cint-COMSOL-TUD.ovpn 9.9 KB 15.01.16 12:29:59
@ ovpn-clnt-EWI-ESE.ovpn 9.88 KB  15.01.16 12:29:59
@ ovpn-clnt-GBS-ICL.ovpn 9.88 KB  15.01.16 12:29:59
README. txt 72B 30.12.15 11:28:27




v| .+ Computer » Windows (C:) » Program Files » OpenVPN » config

Organize = E Open = Burn Mew folder

Fs

Mame

57 Favorites

B Desktop | o ovpn-cint-TEST

2 Downleoads
“Cl Recent Places

|| README

Step 8. Launch the OpenVPN GUI... (as Administrator)
and open the GUI in the taskbar

342
16-12-2015

Step 9. and select “connect. If all's well then the OpenVPN icon in
the taskbar will change to “green” and a status announcement will

appear

E OpenVPN Connection (ovpn-cInt-TEST) E@

Current State: Connecting

Wed Dec 16 09:18:07 2015 OpenVPN 2 3.8 x86_64-wb4mingw32 [SSL (OpenS5L)] [LZO] [PKCS11] [IPvE] b
'Wed Dec 16 09:18:07 2015 library versions: OpenSSL 1.0.1p 9 Jul 2015, LZ0 2.08

Wed Dec 16 09:18:07 2015 MANAGEMENT: TCFP Socket listening on [AF_INET]127.0.0.1:25340

Wed Dec 16 09:18:07 2015 Need hold release from management interface, waiting....

Wed Dec 16 09:18:07 2015 MANAGEMENT: Client connected from [AF_INET]127.0.0.1:25340

Wed Dec 16 09:18:07 2015 | L
Wed Dec 16 09:18:07 2015 | OpenVPN - User Authentication
Wed Dec 16 09:18:07 2015
Wed Dec 16 09:18:07 2015 |Jsemame: |

Password

ok | [ Cancel

1) Opent/PN - Settings B3]
Proogy | General | About

OpenVPN GUI w7 - A Windows GUI for OpenVPN
Copyright (C) 2004-2005 Mathias Sundman <info@openvpn se=
hittp://openvpn se/

OpenVPN - An application to securely tunnel IP networks aver a single
UDP port, with support for SSL/TLS-based session authentication and key
exchange, packet encryption, packet authentication, and packet
COMpression.

Copyright (C) 2002-2005 OpenVPN Salutions LLC <irfo@openvpr.net>
hitp://openvpn net/




Step 10. check connection status

OpenVPN Connection (avpn-clnt-TEST) ==
Cument State: Connected
Wed Dec 16 03:19:02 2015 MANAGEMENT: >STATE:1450253342 ADD_ROUTES... -

Wed Dec 16 09:19:02 2015 C:\Windows'system32'voute.exe ADD 10.132.252.0 MASK 255.255.254.0 10.
Wed Dec 16 09:19:02 2015 ROUTE: Createlp ForwardErtry succeeded with dwForwardMetric1=30 and dw
Wed Dec 16 09:19:02 2015 Route addition via IPAP| succeeded [adaptive]

Wed Dec 16 09:19:02 2015 C:\Windows"system32'route.axe ADD 131.180.121.175 MASK 255.255.255 2
Wed Dec 16 09:15:02 2015 ROUTE: Createlp Forward Ertry succeeded with dw ForwardMetric1=30 and dw
Wed Dec 16 09:19:02 2015 Route addition via IPAP| succeeded [adaptive]

Wed Dec 16 09:15:02 2015 C:\Windows"system32'voute.exe ADD 131.180.125.45 MASK 255 255.255.25
Wed Dec 16 09:19:02 2015 ROUTE: Createlp ForwardErtry succeeded with dwForwardMetric1=30 and dw
Wed Dec 16 09:15:02 2015 Route addition via IPAP| succeeded [adaptive]

Wed Dec 16 09:19:02 2015 C:\Windows"system32'route.exe ADD 131.180.119.32 MASK 255 255 255.25
Wed Dec 16 09:19:02 2015 ROUTE: Createlp ForwardErtry succeeded with dwForwardMetric1=30 and dw
Wed Dec 16 09:19:02 2015 Route addition via IPAP| succeeded [adaptive]

Wed Dec 16 09:19:02 2015 C:\Windows"system32'route.exe ADD 10.132.252.1 MASK 255,255,255 285
Wed Dec 16 09:19:02 2015 ROUTE: CreatelpForwardErtry succeeded with dwForwardMetric 1=30 and dw
Wed Dec 16 09:19:02 2015 Route addition via IPAP| succeeded [adaptive] =
Wed Dec 16 09:19:02 2015 Initialization Sequence Completed

iNed Dec 16 09:19:02 2015 MANAGEMENT: >5TATE: 1450253942 CONNECTED SUCCESS.10.132.252.

El [ »

e

And, if needed, setup your connecton to the desired server with for instance SSH or RDP



